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TRACK CHANGES
Version Date Revisions
1.0 02/12/2003 Created
2 - draft 18/12/2007 Incorporation of the new COFRAC accreditation scheme

(replacement of accreditation scheme 141/01 of June 2000 by the
Laboratory Section’s specific requirements document LAB REF 14)

(Version circulated to the Certification Steering Committee for

comments)
2 29/01/2008 Official version
3.0 05/05/2015 Addition of an appendix to address the case of the product type

'hardware equipment with security boxes’

Incorporation of the latest version of the certification decree.

4.0 26/08/2016 Addition of two appendices: Correspondence between the technical
domains of the SOG-IS and the licensing domains, and Vulnerability
analyses of the technical domains ‘software and network equipment’
and ‘hardware equipment with security boxes’

Removal of links to the “Instructions”

5.0 4 January 2021 | Clarification added regarding the licensing decision
Addition of the placing under supervision

Addition of the request for renewal of the evaluation facility’s
commitments

5.1 26/01/2021 Correction of a spelling mistake

5.2 24/01/2025 Addition of document LAB_REF_34 and authorisation for EUCC
Addition of the CC 2022 version

Addition of a summary diagram of the licensing procedure in the
appendix

5.3 18/03/2025 Inclusion of the scope of PQC licensing
Addition of the concept of ‘disclosure’ in Annex G

Addition of a licensing criterion regarding the impartiality of the
ITSEF in Annex C

Removal of paper submissions

5.4 12/05/2026 Addition of expertise levels to the competency matrix in Appendix
H

Addition of the requirement for justification when a member of staff
moves from the autonomous level to the expert level

6.0 16/07/2026 Removal of obligation 12 regarding the non-disclosure to third
parties of information relating to ITSEF tools and operating
procedures.

Pursuant to Decree No. 2002-535 of 18 April 2002, as amended, this procedure was submitted, upon
its creation, to the Certification Steering Committee, which gave a favourable opinion.
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This procedure is also submitted for review following any major amendment in accordance with the

certification centre’s quality manual. Minor amendments are not submitted to the Certification
Steering Committee.

This procedure is available online on the ANSSI website (cyber.gouv.fr).
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1. Purpose of the procedure

This procedure defines the process to be followed for the Common Criteria (CC) licensing of
evaluation facilities as provided for in Chapter Il of the Decree [DECREE]. Specific details are set out
in Annexes D, E and F for specific product types that may rely on licenses already granted.

The First Level Security Certification (CSPN) licensing is subject to a separate procedure (see [AGR-
CSPNY)).

The licensing procedure for an evaluation facility ensures:

a) its compliance with quality criteria in accordance with the accreditation rules and standards
in force;

b) its ability to apply the applicable assessment criteria and the corresponding methodology, as
well as to ensure the confidentiality required by the assessment;

c) itstechnical competence to conduct an assessment.

For any update to this procedure, the evaluation facility must submit to the National Certification
Body (CCN) a renewal of its commitments, drafted on the basis of the template set out in Annex G.

Licensing relating to [EUCC] constitutes authorisation by the national cybersecurity certification
authority for the High assurance level of [EUCC].

ANSSI-CC-AGR-P-01_v6.0 Page6 on 28



Agrément des centres d'évaluation

2. Initial licensing

2.1 Application for licensing

The application for licensing, using form [AGR-F-01], must be submitted to the CCN in accordance
with Article 11 of Decree [DECREE].

The following documents must be provided with the application for licensing:
- aphotocopy of the company’s Kbis extract;
- a technical dossier enabling an assessment of the candidate’s professional capabilities,
comprising:

o a general presentation of the company, including one or more organisation charts
showing the position of the evaluation facility within the parent company if the
evaluation facility is part of a larger organisation. The organisation charts must, in
particular, set out the various responsibilities,

o recent national and international experience and references for similar services,
including the value of the contracts, the names and contact details of the client
representatives, and the periods during which the services were provided. The
candidate must, in particular, demonstrate their competence in information
technology security assessment activities;

- any accreditations held by the company;
- the detailed scope o' s for the licensing sought (see Annex A);
- aproposal for a pilot assessment consistent with the scope of licensing;

- 2a provisional schedule of activities related to the COFRAC accreditation of the evaluation
facility;

- any other information that may provide useful insights into the applicant.
The application is examined by the ANSSI National Certification Body. If the information provided

in the licensing application is unsatisfactory, the applicant is invited to resubmit their application or
provide additional information.

A licensing officer for evaluation facilities, who is a member of the CCN, is responsible for monitoring
the applicant throughout the licensing process. In particular, they organise the preliminary audit of
the applicant.

" The licensing scope defines the concept of ‘field’ as introduced in Article 11 of the Decree [DECREE] (see Annex A)

2 French Accreditation Committee
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2.2 Preliminary audit

A preliminary audit is carried out at the applicant’s premises to assess their ability to meet the
licensing criteria listed in Annex B. In particular, the audit must enable a decision to be made on
compliance with certain requirements of the [LAB REF COFRAC] document in order to assess the
applicant’s ability to obtain licensing within a timeframe compatible with the schedule initially
presented and the ongoing licensing process.

Following this audit, a preliminary audit report is drawn up by the CCN.

If the conclusions are satisfactory, the applicant receives notification authorising them to carry out
the identified pilot assessment. The evaluation facility may then be listed on the ANSSI website with
the note ‘pilot assessment in progress as part of the licensing process’.

2.3 Pilot assessment

The candidate evaluation facility must conduct a “pilot assessment” which will enable the CCN to
assess its ability to successfully carry out an assessment. The scope of the licensing that may
subsequently be granted to the candidate depends directly on the pilot project.

Itis the candidate’s responsibility to enter into a contract for a pilot assessment project with a client.
The client must be informed that this is a pilot assessment and of the risks involved regarding the
outcome of the assessment. In particular, the product assessed in this way may only be certified
once the evaluation facility has been licensed.

The pilot assessment is conducted in accordance with current procedures but is subject to enhanced
monitoring by the CCN.

The applicant has one year from the date of the licensing application to carry out the pilot
assessment. If this deadline is exceeded, ANSSI may decide to terminate the licensing process.

2.4 |nitial audit

Upon completion of the pilot assessment, the CCN carries out the initial licensing audit. The audit
lead verifies, in particular, that the non-conformities with the licensing criteria identified during the
preliminary audit have been rectified, that there are no new non-conformities, and that the applicant
now meets all the criteria set out in Annex B. In particular, the licensing certificate must be submitted
to the CCN prior to the initial audit.

A licensing audit report is drawn up stating whether the applicant meets all the licensing criteria
listed in Annex B.

2.5 Licensing decision

If the conclusions of the initial licensing audit are satisfactory, the CCN submits a licensing decision
to the Certification Steering Committee for its opinion, in accordance with Article 15 of the Decree
[DECREE].

Following the Certification Steering Committee’s advice, the Director General of ANSSI signs the
licensing decision. This decision sets out the specific obligations to which the evaluation facility is
subject. The licensing decision sets the limits on the assessments that the evaluation facility may
carry out for the purposes of certification. The various scopes of licensing are described in Annex A.

The licensing decision is valid for a period of two years.

Once the decision has been issued, the evaluation facility is listed on the ANSSI website with official
licensing status and, where applicable, on the websites of the recognition agreements to which
ANSSI is a party.
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3. Monitoring of licensing

The CCN ensures that the evaluation facility continues to meet the licensing criteria (see Article 14
of the Decree [DECREE] and Annex B). To this end, the CCN continuously monitors the activities of
the evaluation facility and ensures that the obligations associated with licensing are met (see Annex
C). However, it is the responsibility of the evaluation facility to ensure that its accreditation by
COFRAC is maintained and to inform the CCN in the event of failure to comply with the licensing
criteria and obligations to which it has committed.

The evaluation facility forwards updates regarding its COFRAC accreditation to CCN upon receipt,
so that licensing decisions can be updated.

3.1 Non-conformity report

When the certification centre finds that a licensing criterion or requirement has not been met, a non-
conformity report is issued with the approval of the licensing officer.

A non-conformity is considered critical when it reflects the evaluation facility’s inability to meet the
licensing criteria and thus reveals a fundamental problem. For example, this may involve a loss of
technical competence or inadequate provisions. Conversely, a non-conformity is considered non-
critical if it is a one-off issue, such as a provision incorrectly applied or a failure to take account of
the state of the art. Where the same non-conformity is observed on several occasions or is not
corrected, it may be reclassified as a critical non-conformity at the discretion of the licensing officer.

In the cases provided for in Chapter 8 of the [LAB REF COFRAC] document, the CCN may inform
COFRAC of the non-conformities identified.

When a non-conformity report is issued, the evaluation facility must respond by providing:
- an analysis of the scope of the non-conformity and its causes

- corrective actions to rectify the non-conformity to the extent identified and prevent its
recurrence;

- atimetable for implementing the corrective actions, including the deadline for rectifying the
non-conformity;

- where appropriate, mitigating measures to be implemented until the identified corrective
actions have taken full effect, thereby enabling the evaluation facility to maintain its
licensing. Possible mitigating measures include outsourcing assessment activities to another
licensed evaluation facility.

If the evaluation facility disputes the findings in the non-conformity report, it must then provide
evidence to support its analysis (the extent of the non-conformity and its causes) to convince the
CCN that the findings are unfounded.

The evaluation facility has one month, from the date of approval of the non-conformity report by
the licensing officer, to propose an action plan validated by the CCN or to contest the non-
conformity. This timeframe includes any revisions to the action plan proposed by the evaluation
facility at the CCN'’s request but does not include the time taken by the CCN to process it. Once this
timeframe has elapsed, if no action plan has been approved and the CCN has not cancelled the non-
conformity report, the licensing of the evaluation facility will be suspended (see section 3.3).
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3.2 Surveillance

When a critical non-conformity report is issued and the associated action plan is approved by the
CCN, the evaluation facility is de facto placed under surveillance. The evaluation facility is then
subject to enhanced monitoring by the CCN whilst the action plan is being implemented, in
particular to ensure that corrective actions are properly implemented in accordance with the set
timetable, as well as the application of mitigating measures.

Placement under supervision remains confidential; only the evaluation facility concerned is kept
informed.

If, upon expiry of the set timetable, the CCN considers that the causes leading to the placement
under supervision have not been rectified, the following actions may be taken:

- the extension of the monitoring period, subject to the prior approval of a new action plan by
the licensing officer. This action plan must be provided by the evaluation facility at least one
month before the deadline for rectifying the non-conformity initially communicated;

- modification of the scope of licensing (see section 4);
- suspension of licensing (see section 3.3).

Otherwise, the evaluation facility is notified by the licensing officer that the supervision has been
lifted.

3.3 Suspension of licensing

Where the licensing of an evaluation facility is suspended, ANSSI decides on a case-by-case basis
whether or not to take into account the results of projects currently under assessment. No new
assessment within the meaning of the Decree [DECREE] may be initiated by the evaluation facility.

The suspension is published on the ANSSI website.

A suspension is imposed by the CCN, by means of a notification letter signed by the Director General
of ANSSI, following consultation with the Certification Steering Committee, for example:

- where the evaluation facility has insufficient activity within the framework of the Decree
[DECREE];

- where the evaluation facility is no longer accredited by COFRAC in accordance with the
specific requirements document [LAB REF COFRAC];

- where, following the issuance of a non-conformity report, an action plan could not be
validated by the CCN within the allotted time, or where the evaluation facility was unable to
convince the CCN that the non-conformity was unfounded;

- where, following the issuance of a critical non-conformity report, no corrective action has
been identified by the evaluation facility and no amendment to the scope of licensing is
feasible to enable the facility to continue its activities in accordance with the licensing
criteria;

- where, following the placing of the evaluation facility under supervision and if the supervision
has not been extended, the CCN considers that the non-conformity still exists at the end of
the timeframe set out in the action plan.

The duration of the suspension of licensing is set out in the notification letter sent to the evaluation
facility; it depends on the reasons for the suspension and the timetable for implementing corrective
actions.
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The CCN reserves the right to notify sponsors, developers and other parties involved in the ongoing
assessments of the suspension of the evaluation facility’s licensing.

Once the evaluation facility has demonstrated within the allotted time that the cause of the
suspension has been rectified, the licensing officer drafts a simplified licensing report and, where
appropriate, submits a proposal to lift the suspension to the Certification Steering Committee. In
this case, and following the opinion of the Certification Steering Committee, the Director General
of ANSSI notifies the evaluation facility of this decision. The evaluation facility is then once again
listed on the ANSSI website as an accredited facility.

Otherwise, licensing may be withdrawn (see section 5).

3.4 Renewal of licensing

The CCN updates an annual schedule of licensing audits. Unless an evaluation facility notifies the
CCN of its wish not to renew its licensing (see section 4), a new audit is organised before the expiry
of its current licensing. This audit verifies that the licensing criteria and obligations are still being met.
It also provides an opportunity to review any open non-conformity reports.

An licensing audit report drawn up by the CCN indicates whether the evaluation facility meets the
licensing criteria and obligations listed in Annexes B and C. In particular, the renewal of licensing is
conditional upon the validation of the action plans associated with the open non-conformity reports
or upon their closure.

If the CCN concludes that the conditions have been met, a new licensing decision is signed by the
Director General of ANSSI following the advice of the Certification Steering Committee.

The licensing decision is valid for a period of two years.
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4. Modification of the scope of licensing

An evaluation facility wishing to modify the scope of its activities (see Annex A or D) may submit a
request, using form [AGR-F-01], enclosing all supporting documents to the CCN. It shall specify
whether the request concerns:

- anincrease in the scope of licensing, for example, if it hires a person enabling the evaluation
facility to broaden its area of expertise, if it has developed new methods, or acquired new
equipment;

- areduction in the scope of licensing, for example, if a member of staff with key skills is leaving
and will not be replaced in the short or medium term.

Depending on the nature of the change, the SCC may request that certain steps described in section
2 berepeated. In the event of anincrease in the scope of licensing, the SCC ensures that the licensing
is consistent with the new scope.

The CCN draws up a simplified licensing report and, where applicable, submits the proposed change
to the scope of licensing to the Certification Steering Committee. In this case, and following the
opinion of the Certification Steering Committee, the Director General of ANSSI signs the new
licensing decision.

The decision is notified to the evaluation facility by email, and where necessary, the amendment is
published on the websites listed in section 2.5.
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5. Withdrawal of licensing

Licensing may be withdrawn by the Director General of ANSSI on the recommendation of the CCN
and following the opinion of the Certification Steering Committee (see Article 15 of the Decree
[DECREE]). A non-exhaustive list of grounds for withdrawal is provided below by way of example:

- the evaluation facility notifies its intention to cease all assessment activities within the
meaning of the Decree [DECREE];

- the grounds for the suspension of licensing are not rectified within the specified time limit;
- the evaluation facility undermines the interests of national defence or state security.

The evaluation facility is then removed from the list of accredited evaluation facilities published on
the ANSSI websites and, where applicable, from recognition agreements.

The CCN shall decide whether or not ongoing assessments at the evaluation facility may be
completed. No new assessments within the meaning of Decree [DECREE] may be initiated by the
evaluation facility.

The evaluation facility must submit to ANSSI all files relating to the evaluations carried out.

The CCN shall ensure that the sponsors, developers and other parties involved in the ongoing
assessments have been notified of the withdrawal of the evaluation facility’s licensing.

The withdrawal of licensing entails the withdrawal of the [EUCC] authorisation for the evaluation
facility.
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ANNEXE A. Scope of licensing

1. Definition of the scope of licensing

The scope of licensing is defined in terms of product type?, type of cryptographic analysis, mastered
evaluation criteria and technical expertise.

Three types of products are defined:

- Software and network equipment (network products or generic software according to
EUCC);

- Electronic and microelectronic components and embedded software (smart cards and
similar devices according to EUCC);

- Hardware equipment with security boxes (Hardware devices with security enclosures
according to EUCC).

Two types of cryptographic analysis are defined:
- Standard cryptographic analysis (see [CRY-P-01]);

- Analysis of post-quantum cryptographic mechanisms (based on Euclidean lattices). (see [CRY-
P-01]).

The ‘post-quantum cryptographic mechanism analysis’ type must be based on the ’‘standard
cryptographic analysis’ type.

The controlled evaluation criteria relevant to this procedure at the date of its publication are:
- The Common Criteria in versions 3.X or 2022.
The technical competencies covered by the licensing scope are defined by:

- The scope of accreditation: the scope of accreditation is the identification of the criteria for
which COFRAC has verified the existence of a method and the technical competence of the
operator for compliance tasks;

- Thetechnical competencies® required by the requested scope: these are verified by the CCN
during the preliminary audit, pilot assessments and licensing audits.

The head of the centre may grant exemptions for exceptional tasks not covered by the scope of
licensing, based on the advice of the head of the licensing division.

3 One may also refer to ‘technical fields’ (former licensing procedure).

4 Examples: expertise by product type, in formal methods, in cryptography, etc.
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2. Detailed scope

Based on these factors, the CCN informs the evaluation facility of the detailed scope of licensing.
This may include technical restrictions where the evaluation facility is unable to demonstrate its
capability to perform certain technical analyses.

a) Product type

[] software and network equipment

(Network products or generic software according to EUCC)

[] Electronic and microelectronic components and embedded software

(Smart cards and similar devices according to EUCC)

[ ] Hardware equipment with security boxes

(Hardware devices with security boxes according to EUCC)

b) Cryptography

[] standard cryptographic analysis

L] Analysis of post-quantum cryptographic mechanisms

c) Detailed scope of CC version 3.X and 2022

cc EAL1 |[EAL2 |EAL3 |EAL4 |[EAL5 |EAL6 |EAL7 |Outside EAL
APE L]
ADV_ARC 1 1 1 1 1 []1
ADV_COMP [+
ADV_FSP (11 (12 |3 |4 |5 [1s |[ls
ADV_IMP 1 [11 |2 []2
ADV_INT 2 |3 s |
ADV_SPM 1 []1
ADV_TDS 11 [l2 (s (s [Os (s
AGD_OPE 1 1 1 1 1 1 []1
AGD_PRE 1 1 1 1 1 1 L1

ALC_CMC 11 (12 (13 |4 [la |5 s
ALC_CMS 11 (12 (13 [la |5 5 [1s

ALC_COMP L]

ALC_DEL 1 1 1 1 1 []1

ALC_DVS 1 1 11 2 (12

ALC_FLR (] d2013
ALC_LCD 1 1 1 []1 (]2
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ALC_TDA (112013
ALC_TAT 1+ |02 |3 [13
ASE_CCL 1 1 1 1 1 1 L1
ASE_COMP 14
ASE_ECD 1 1 1 1 1 1 L1

ASE_INT 1 1 1 1 1 1 (1

ASE_OB (11 2 2 2 2 2 (]2
ASE_REQ 11 2 2 2 2 2 (12
ASE_SPD 1 1 1 1 1 (1

ASE_TSS 1 1 1 1 1 1 (11 (12
ATE_COV (11 2 2 (]2 |3 []3
ATE_COMP (1
ATE_DPT 1 11 3 HE 14 |2
ATE_FUN 1 1 1 (11 2 (]2
ATE_IND 11 2 2 2 2 12 |3
AVA_COMP 14
AVA_VAN 11 2 L1z |Os |4 |5 [1s
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ANNEXE B. Licensing criteria

1.
Cci

Accreditation

The evaluation facility must be accredited by COFRAC in accordance with the specific
requirements document [LAB REF COFRAC] of its Laboratory Section, Testing Sector
‘Information Technology Security Assessment’ in accordance with [ISO/IEC 17025] in order to
obtain licensing.

However, a candidate not yet licensed may be authorised to carry out a pilot assessment if the
preliminary licensing audit suggests that licensing is likely.

2. Requirements relating to management and contracts

c2

C3
C4

CSs

The organisational chart of the evaluation facility must include the following roles:
- adirector, who is responsible for ensuring compliance with commitments to ANSSI;
- asales manager;

- a technical manager, who has overall responsibility for technical operations and for
providing the resources necessary to ensure the required quality of assessment work;

- a quality manager, a role that cannot be combined with the technical role, and who,
independently of their other duties and responsibilities, must have defined responsibility
and authority to ensure that the quality system is implemented and adhered to; the quality
manager must have direct access to the highest level of management, where decisions
regarding the evaluation facility’s policy or resources are taken;

- a security manager, responsible for defining the evaluation facility’s security policy,
procedures and their implementation.

The same person may hold one or more of these roles provided there are no conflicts of
interest between them.

The persons authorised to sign assessment reports must be identified to the CCN of the ANSSI.

Commercial aspects must be settled by contract between the evaluation facility, the client
and, in certain cases, the developers.

The CCN must be named in any evaluation contract as the recipient of all information relating
to the evaluation process.
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3. Staff requirements

C6

Cc7

The evaluation facility’s recruitment procedure must clearly set out the responsibilities of the
facility and its members arising from licensing and accreditation. It must include an analysis of
applications to ensure that candidates meet the requirements of the licensing and
accreditation criteria.

The evaluation facility’s staff must be competent in information technology, as well as qualified
and experienced in security assessment. The evaluation facility must establish procedures for
skills monitoring and training in line with the scope of its licensing.

4. Technical competence

c8

The evaluation facility must possess the necessary competence to carry out assessments under
the Decree [DECREE] and in accordance with the scope of its licensing. The CCN monitors
these competencies through the validation of assessment reports and by means of licensing
audits, which may be initiated at any time.

5. Working methods and procedures

C9

c10

The evaluation facility may develop its own assessment methods (or test methods). The use of
a method in a pilot assessment must be approved in advance by the CCN. Final validation is
carried out by the CCN following a pilot assessment .

Assessment reports must undergo an internal validation process before being submitted, in
order to minimise bias and errors.
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ANNEXE C. Obligations arising from licensing

o1

02

03

04

O1)

06

o7

o8

09

010

o1

012

013
014

The evaluation facility undertakes to comply with the assessment and certification procedures
defined by the CCN and provided to it for implementation.

The evaluation facility undertakes to refuse any assessment that would place it in a conflict of
interest with a supplier in relation to its assessment activities, or to notify the CCN as soon as
possible should such a situation arise during an assessment.

The evaluation facility undertakes to disclose to the National Certification Body any situation
of which the evaluation facility becomes aware and which could place it or the certification
body in a conflict of interest (see requirement 6.2.2.3 of [[SO/IEC 17065]).

The evaluation facility undertakes not to involve, during the assessment, any staff who have
previously provided advice on either the security target or the product.

The evaluation facility shall immediately report to the CCN any changes to its corporate
structure or organisation and shall provide supporting documentation for such changes.

The evaluation facility shall immediately report to the CCN any changes to its corporate
structure, organisation or personnel, and shall provide supporting documentation for such
changes. In particular, the Curriculum Vitae of each member of staff must be submitted to the
CCN no later than with the activity report; see Annex H.

The CCN must be informed of any activity undertaken by the evaluation facility that utilises
the facility’s resources (human and material) for services similar to assessments (e.g. security
assessments) but which do not take place within the framework of the Decree [DECREE], in
order to ensure that such activity is not incompatible with the assessment activity. The
evaluation facility shall therefore report on its activities to the CCN at least once a year via the
activity report; see Annex H.

The evaluation facility shall grant the CCN and members designated by the CCN access to its
premises and to all documents, materials or tools used in the context of assessments covered
by the licensing scope.

The evaluation facility shall authorise members designated by the CCN to monitor the progress
of an assessment at any time, to attend assessment work and to verify that the licensing criteria
are being met.

At the CCN's request, the evaluation facility must be able to demonstrate that its capabilities
correspond to its scope of licensing. This demonstration must be provided within a timeframe
set by the CCN.

The evaluation facility shall comply with any information protection obligations imposed on it,
whether permanently or temporarily, by ANSSI.

Unless formally agreed by the CCN, the evaluation facility shall restrict the use of the
assessment methods and tools provided by ANSSI solely to work carried out under the Decree
[DECREE] and shall not transfer them to third parties. It shall return them to ANSSI upon
request.

The evaluation facility shall participate in meetings initiated by the CCN.

Reports submitted to clients and the CCN must be signed by the authority designated to the
CCN for licensing (see criterion C3).
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ANNEXE D. Simplified licensing process for the product type ‘hardware
equipment with security boxes’

The product type “hardware equipment with security boxes” is unique in that it requires expertise
associated with the product types *“electronic, microelectronic and embedded software
components” and “software and network equipment”.

A simplified licensing process may be applied to a consortium of two evaluation facilities for the
product type ‘hardware equipment with security boxes’ if one of the facilities is already licensed for
the CC domain ‘electronic, microelectronic and embedded software components’ and the other is
already licensed for the CC domain ‘software and network equipment’.

1. Application for licensing

An application dossier identifying a pilot project and the evaluation facilities involved in the
application is required.

2. preliminary audit

The preliminary audit phase is deemed to have been successfully completed in terms of technical
competence if the applicants as a whole are already CC-accredited for the fields “network software
and equipment” and “electronic, microelectronic and embedded software components”.

This audit will focus primarily on the suitability of the working methods and organisational
arrangements implemented by the two evaluation facilities to ensure the consistency and
completeness of the assessment work.

3. Pilot Assessment

The pilot assessment is primarily intended to validate effective cooperation between the teams from
the evaluation facilities involved in the assessment. In particular, the CCN will ensure:

- the quality of communication between the teams throughout the evaluation, from the
compliance analysis through to the development of the test plan and the execution of
penetration tests;

- that both physical and logical attacks to which products of the ‘hardware equipment with
security boxes’ type are likely to be exposed in their intended operating environments are
adequately covered.

A single RTE must be produced for assessments of this type, and the association of evaluation
facilities must validate the overall compliance of the report with the accreditation requirements and
the applicable CCN procedures. Furthermore, the RTE must specify, for each work unit, which
evaluation facility participated in the specific assessment activities/tests (one of the ITSEFs, or all of
them).
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4. Licensing audit and licensing decision

If all the elements required for the CCN to reach a decision could not be demonstrated during the
two previous phases, a further audit may be organised in the form of meetings at ANSSI’s premises
or visits to one or more of the candidate evaluation facilities.

At the end of the licensing process, the CCN draws up a simplified audit report ruling on the ability
of the association of candidate evaluation facilities to carry out evaluations of products
corresponding to this particular field. On the basis of this report, a licensing decision is signed by the
Director General of ANSSI following the opinion of the Certification Steering Committee. The
decision is notified to the associated evaluation facilities by post.

Once the decision has been made, the association of evaluation facilities is then listed on the ANSSI
website with official licensing status and, where applicable, also on the websites of the recognition
agreements.
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ANNEXE E. Correspondence between the technical domains of SOG-IS and
the licensing domains

The SOG-IS defines two technical domains in document [SOG-IS_IT] for which the recognition of
assessments can extend up to EAL7.

The SOG-IS technical domain ‘Smart card and similar devices’ corresponds exactly to the licensing
domain ‘Electronic, microelectronic and embedded software components’. Thus, all assessments in
this licensing domain are recognised up to EAL7.

The SOG-IS technical domain “Hardware Devices with Security Boxes” corresponds to a subset of the
licensing domain “Hardware equipment with security boxes”. Only assessments that have included
an examination of the physical resistance of the product’s enclosure may claim to fall within this
SOG-IS domain. Consequently, only these assessments fall within the scope of SOG-IS recognition
up to EAL7; SOG-IS recognition of other assessments in this licensing domain is limited to EAL4.
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ANNEXE F.Vulnerability analyses for the technical domains “software and
network equipment” and “hardware equipment with security boxes”

For the CCN, vulnerability analysis is a key objective of assessments. All CC assessment tasks must
be geared towards conducting a relevant vulnerability analysis (the principle of ‘understanding
thoroughly to attack more effectively’).

Generally, assessments of the technical domains “software and network equipment” and “hardware
equipment with security boxes” include assumptions about the environment that allow many threats
to be ruled out. However, for these assessments, the environmental objectives derived from these
assumptions must not be considered sufficient a priori. Their relevance must be validated by the
evaluation facility.

For non-IT environment objectives® (organisational measures), penetration tests that bypass them
must be conducted, although they cannot lead to the assessment being rated ‘fail’.

For objectives relating to the IT environment (technical measures), the evaluation facility must ensure
that the recommendations in the guidelines are sufficiently precise and realistic for an end-user of
the certificate to be effectively protected against the threats identified in the security target. Thus,
the evaluation facility must not disregard attack vectors involving the IT environment. Indeed,
penetration tests may show that the measures relating to the environment are irrelevant or
insufficient.

These measures, relating to the analysis of the impact of non-compliance with objectives on the
environment, must be put in place to demonstrate to the certifier, the sponsor and any client the
importance of the assumptions on which protection against numerous attacks would rely.

Their conclusions are the subject of an ad hoc report.

5 Information Technology: refers to all hardware and software used for the processing, storage and exchange of electronic
data.
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ANNEXE G. Template for the letter renewing the evaluation facility’s
commitments

For any updates to the criteria and obligations described in this procedure, the evaluation facility
must submit a renewal of its commitments to the CCN:

by email to:

certification@ssi.gouv.fr

indicating in the subject line of the message
[Renewal of the commitment by [Name of evaluation facility]]

(a scanned copy of this signed application must be attached to the email)

[, the undersigned, [Name of the person authorised to bind the company, or a company director],
[title] of [Name of the evaluation facility], confirm that | have read and understood procedure
ANSSI-CC-AGR-P-01: Licensing of evaluation facilities, current version, and accept its terms and
conditions.

[Date]
[Name of the person authorised to bind the company, or a company director]

[Title]
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ANNEXE H. Contents of the activity report

Accredited evaluation facilities must send an activity report to the CCN every six months. The
activity report must cover all the activities of the evaluation facility, including activities carried out
outside the scope of the scheme by members of the evaluation facility. It must include the following
points:

- the organisation of the ITSEF: any change in legal status, change of premises, change in roles
and responsibilities, change in staff, etc. must be specified, attaching any explanatory
documents relating to the changes made;

- activities related to evaluations:
o completed evaluations,
o evaluations in progress,
o planned evaluations,

o asummary of complaints received from any organisation involved in the evaluation
processes and the associated handling;

non-assessment activities of the staff at the evaluation facility:
o expert reports, consultancy,
o audits,

o tests supplementary to an assessment, supplementary analysis;

research and development activities, in particular:

o technology watch on the state of the art, development of new testing techniques,
research,

o participation in conferences,
o participation in working groups,
o supervision of theses and work placements;

ITSEF staff:

o up-to-date competence matrix. The competence matrix will specify the areas and
levels of technical competence of the assessors, as well as the mastered CC assurance
classes.

The competence level of evaluation facility staff for each competence corresponding
to the facility’s licensing scope will be divided into three categories: Knowledge,
Proficiency and Expertise (layman, proficient and expert, respectively).

= The Knowledge level corresponds to a person capable of carrying out tests or
assessment activities relating to that competence under the supervision of an
assessor at the Proficiency or Expertise level for that same competence.

* The Mastery level corresponds to an individual capable of working
independently on this skill and able to supervise the work carried out by an
assessor at the Knowledge level on this skill. This individual has demonstrated
their knowledge in the relevant field and has applied it in practice on several
occasions.

= The Expertise level corresponds to a person capable of working independently
on this competence, able to supervise or review the work carried out by an
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assessor at the Knowledge or Mastery level on this competence. This person
has demonstrated their knowledge through several years of experience in the
relevant field and numerous practical applications.

When updating the competency matrix, the evaluation facility must justify the
progression of a centre member from the Proficiency level to the Expertise level by
presenting the assessment work carried out by that person over the last few months,
highlighting the Technical Assessment Reports in which they have participated.

o arrivals and departures within ITSEF (date, positions held), attaching the CVs of new
arrivals.

These topics are provided for guidance only. The evaluation facility may organise its report
differently and add further information, the aim being for the CCN to have an overview of its
activities and any changes occurring within its organisation. Once a year, this report may be a
simplified version containing only information concerning the organisation and staff of ITSEF.
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ANNEXE I. Flowchart of the licensing procedure
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ANNEXE J. References

Reference

Document

[DECREE]

Decree 2002-535 of 18 April 2002, as amended, on the assessment and
certification of the security provided by information technology products
and systems.

[ISO/IEC 17065]

Standard NF EN ISO/IEC 17065: Conformity assessment — Requirements for
bodies certifying products, processes and services.

[ISO/IEC 17025]

Standard NF EN ISO/IEC 17025: General requirements for the competence
of calibration and testing laboratories.

[LAB REF COFRAC]

Specific requirements document LAB REF 14 (specific to SOG-IS) or LAB
REF 34 (specific to EUCC), COFRAC.

[AGR-CSPN] Licensing of evaluation facilities for first-level security certification,
reference ANSSI-CSPN-AGR-P-01, current version.

[AGR-F-01] Application for licensing, ANSSI-CC-AGR-F-01, current version.

[CRY-P-01] Procedures for carrying out cryptographic analyses and evaluations of
random number generators, current version.

[SOG-IS_IT] SOGIS IT — Technical Domains, version 0.93, February 2011.

[EUCC] European cybersecurity certification scheme based on common criteria

(Implementing Regulation (EU) 2024/482) and its amendments.
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