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1. Purpose of the procedure

This procedure sets out the minimum requirements and security recommendations applicable to
ITSEFs (Information Technology Security Evaluation Facilities) operating under Decree No. 2002-535
of 18 April 2002 [DECREE]; it covers all Common Criteria certification and first-level security
certification activities.

Compliance with the minimum rules is formally verified as part of ITSEF accreditation audits. ANSSI
may at any time request to verify their application itself.

2. References

o [DECREE] Decree No. 2002-535 of 18 April 2002 on the evaluation and certification of the
security provided by information technology products and systems.

o [LABREF34] LAB REF 34, Specific requirements for testing to assess the cybersecurity of ICT
products under the European EUCC certification scheme (2024/482) (document available at
www.cofrac.fr).

e [I1901] Interministerial Instruction No. 901/SGDSN/ANSSI (Il 901) of 28 January 2015

e [IGI1300] General Interministerial Instruction on the Protection of National Defence Secrets,
No. 1300/SGDN/PSE/SSD, current version, and its implementing documents.

3. Rules

The following rules apply to the ITSEF information system handling sensitive information related to
product certification, such as source code provided by the client or any vulnerabilities discovered in
the product. This information system is hereinafter referred to as Restricted-IS (as it is classified as
Restricted). The part of the ITSEF information system outside Restricted-IS is designated
Unprotected-IS (as it is considered to be at the Unprotected level).

The rules set out in this chapter do not apply to classified defence information, to which [IGI1300]
applies.
3.1. Compliance with 11 901

The Restricted-IS must comply with the rules of 1l 901, at Restricted level. As such, the Restricted-IS
must be approved at Restricted level.

Where the ITSEF’s Restricted-IS is included within a broader IS at the level of the parent organisation
(also at Restricted level), the Restricted-IS must be on a separate VLAN.
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3.2. Three-scope PASSI audit

As part of the Restricted-IS certification process, ITSEF is required to have the Restricted-IS audited
by an Information Systems Security Audit Service Provider (PASSI) qualified at the highest level by
ANSSI, in accordance with the following three audit scopes:

- Architecture audit
- Configuration audit

- Organisational and physical audit

If the entity to which the ITSEF belongs holds the requisite PASSI qualification, it may carry out this
audit itself in accordance with the requirements associated with that qualification, particularly
regarding impartiality.

3.3. Renewal of certification

In the event of a significant change to the Restricted-IS, the ITSEF must carry out a new PASSI audit
and issue certification for the new Restricted-IS within six months of the change.

In the absence of any significant changes to the Restricted-IS, the ITSEF must carry out a new PASSI
audit and update the certification of the Restricted-IS at least once every three years.

3.4. Transition timetable

ITSEFs holding CC (Common Criteria) licensing have until the end of 2027 to implement the rules
introduced by this version of the procedure.

ITSEFs holding only a CSPN (First Level Security Certification) licensing have until the end of 2028 to
implement the rules introduced by this version of the procedure.
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