PREMIER Secrétariat général de la défe
MINISTRE et de la sécurité nationale
Liberté
Egalité
Fraternité
Agence nationale de la sécurité des Paris, le 08 Juillet 2026
systemes d’information N° 3246 /ANSSI/SDE/PSS/CCN
Référence : ANSSI-CC-ANO-P-
01/3.0.EN
PROCEDURE

ANOMALY PROCESSING

Application: From date of publication
Circulation : Public

COURTESY TRANSLATION

SECURITE

51 boulevard de La Tour-Maubourg - 75700 PARIS 07 SP



Anomaly processing

Version history

Versions Date Modifications
1 13/01/2004 Creation
2.0 07/03/20M Document update
3.0 08/03/2016 | Document reorganisation and public circulation
Update EN revision
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Add the mention to perform appeals.

Pursuant to amended decree No. 2002-535 of 18th April 2002, this application note has
been submitted to the certification management committee, which gave a favourable

opinion.

This procedure is also submitted for review at each major modification in accordance with
the quality manual of the certification body. Minor evaluations are not submitted to the
certification management committee.

This procedure is available online at the ANSSI's institutional website (www.cyber.gouv.fr).
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1. Subject of the procedure

This procedure defines the process implemented to resolve anomalies and improvements of all
origins and concerns the entire Common Criteria certification activity, First Level Security
Certification, and the certification body's quality system.

The decree relating to the assessment and certification of the security offered by information
technology products and systems defines the regulatory framework applicable to this certification
process (see [DECREE]), which governs both the national scheme and the national implementation
of the European cybersecurity certification scheme based on the Common Criteria (see [EUCC]).
This decree defines the organization required to conduct a third-party assessment and its
monitoring, leading to the issuance of certificates attesting that an object meets the security
requirements listed in its security target.

ertificates attesting that an object meets the security requirements listed in its security target.

The certification body relies on this same organization to certify the compliance of protection
profiles with the requirements of the APE class defined in the Common Criteria [CC]. The
corresponding certificates are also issued under amended Decree 2002-535.

This procedure defines the process implemented to resolve all anomalies of all kinds and that
relate to the whole certification activity (Common Criteria and First Level Security Certification)
and the certification body's quality system.

In accordance with the provisions of Article L.411-2 of the French Public-Administration Relations
Code and Articles R.421-1 and R421-2 of the French Administrative Justice Code, it is possible to file
an appeal with the Director General of ANSSI or a contentious appeal with the Paris Administrative
Court within two months of notification of the decision.

2. Definitions

The term anomaly is the generic term used to denote appeals, complaints and discrepancies.

An "appeal" is a request addressed to the certification body by a sponsor, an ITSEF or a third party
in the certification ecosystem (user of the service for example) for the certification body to
reconsider a decision already made regarding the certification of an assessed object or the

licensing of an ITSEF (or a third party in the certification ecosystem (e.g., a user of the service)).
For example:
- asponsor may appeal after the certification decision has been issued;

- an ITSEF may appeal if its licensing is refused.

A "complaint" is an expression of dissatisfaction with the certification body's activities, other than
an appeal, issued by an individual or organization.

For example:

- the certification body's failure to respond to the marketing of a product bearing
certification marks when it does not correspond to the certified product;
- the certification body's failure to respond to misleading communication regarding a
product's certification status.
A "deviation" is a non-compliance with the certification body's requirements (quality system, ISO
17065 standard, recognition agreement [CCRA] and [SOG-IS], [EUCC]) identified during an audit
(internal or external) or spontaneously reported by the certification body's staff.

4/9 ANSSI-CC-ANO-P-01/3.0.EN



Anomaly processing

A "dispute" within the meaning of [DECREE] - Article 15 is an appeal that must be submitted to the
Certification Steering Committee for a decision.

An "improvement" is a recommendation for improvement that does not arise from an anomaly.

A "point of attention," sometimes called a "sensitive point," is a specific point identified during an
audit that does not result in a deviation at the time of the audit but must be corrected nonetheless
to prevent this from happening during the next audit.

A "corrective action" is an action taken to eliminate the cause of a detected anomaly or other
undesirable situation.

A "preventive action" is an action taken to eliminate the cause of a potential anomaly or other
potentially undesirable situation.

A "complainant" is a legal or natural person who files a complaint with the certification body.
A "requester" is a legal or natural person who submits an appeal to the certification body.

3.

All anomalies, improvements, sensitive points, corrective and preventive actions taken by the
certification body, regardless of their origin, are systematically recorded in the tracking table
[ANO-L-01]. This table also tracks all root cause analyses of anomalies. It is regularly backed up and
archived.

The retention period and security conditions for the table [ANO-L-01] comply with the same
requirements as those established for other documents managed by the certification body.

3.1. Anomaly management

Regardless of the source of the anomaly (appeals, complaints, or discrepancies), each anomaly is
recorded with a unique number in the "Anomaly" tab of [ANO-L-01].

The cause of each anomaly is investigated. Where possible, temporary action is taken to
immediately address the non-compliance; this must be followed by corrective action to
permanently address the discrepancy.

Anomalies related to non-compliance with impartiality clauses or that, for example, harm the
certification body’s image are included in the risk analysis, allowing for regular review.

3.2.Anomaly registration

A complaint from a source external to ANSSI can be brought to the attention of the certification
body by completing form [ANO-F-03] available on the website www.cyber.gouv.fr. It must be sent
to the certification body either by email (certification@ssi.gouv.fr) or by post.

An internal complaint can also be filed by an ANSSI member by completing form [ANO-F-01]. It
must be sent by email either directly to the quality manager or to certification@ssi.gouv.fr.

Before registering a complaint or an appeal, the certification body ensures that it is properly
connected to its certification activities.

A person from the certification body, who was not initially involved in processing the file, is then
designated to follow up on this particular anomaly; however, by default, these anomalies are
handled by the head of the certification body or the quality manager.

In all cases, the certification body or the quality manager acknowledges receipt of the complaint or
appeal, indicating:
- If the complaint or appeal relates to certification activities, the name of the person
responsible for handling the file:

e via paper or electronic mail for an external complaint;
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e via email for an internal complaint.

- If the complaint or appeal does not relate to certification activities, the reasons for the
rejection under the certification body's complaint and appeal management procedure.

3.3.Cause analysis

The person responsible for monitoring an anomaly is responsible for collecting all the information
necessary for its processing in order to determine the causes and to propose a priority for the
associated corrective actions (see §7). They must inform the complainant, in the case of a
complaint, or the applicant, in the case of an appeal, of the progress of the anomaly processing.
The quality manager or their deputy must be kept informed of the progress of the file processing.

The information collected is recorded with the same level of confidentiality and for the same
retention period as the other documents of the certification body. Table [ANO-L-01] also records
the root cause analyses and the actions taken to remedy the anomaly.

The root cause analysis and proposed corrective actions associated with an anomaly are validated
by the head of the certification body or their deputy, except for those related to quality, which
may be processed by the quality manager or their deputy without prior validation from the head of
the certification body.

3.4.Anomaly correction

Once an anomaly has been identified, action is taken to address it immediately, wherever possible.
However, this action is temporary and must be followed by corrective action to permanently
resolve the anomaly.

4. Management of the improvement and point of attention

Each improvement and each point of attention is recorded with a unique number in the
"Improvements-Sensitive Points" tab of [ANO-L-01].

A possible improvement, formulated during an internal or external audit, or by a member of the
certification body, for example, may result in an action. An improvement corresponding to a
sensitive point must systematically result in a preventive action.

An improvement is closed when:
- the need to take action to prevent the occurrence of a nonconformity is not proven;

- a preventive action has been implemented and its effectiveness in covering the
improvement has been verified.
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5. Management of corrective and preventive actions

Corrective and preventive actions are recorded with a unique number in the "Actions and
Verifications" tab of [ANO-L-01]. Each of the proposed actions is validated by the head of the
certification body or the quality manager, except for those related to quality, which can be
processed by the quality manager or their alternate without prior validation from the head of the
certification body.

Processing priorities are systematically assigned to corrective actions.

Corrective and preventive actions are processed according to the priority assigned to them in the
"Actions and Verifications" tab of [ANO-L-01].

After processing a quality-related action, the quality manager or their alternate is responsible for
approving the effectiveness of the action's processing in order to close the action; for other
actions, the head of the certification body is responsible for approving the effectiveness.

Effectiveness verification involves ensuring that the actions taken are sufficient to address the
anomaly so that it does not recur. In the case of an improvement, effectiveness verification
involves ensuring that the measures taken meet the improvement objective. In both cases, the
measures taken must comply with quality standards. If all these requirements are met, it is then
possible to definitively close the anomaly or improvement.

5.1. Corrective actions

In the event of a deviation, the time limit for implementing the corrective action must, as far as
possible, be such that it can be closed before the start of the next internal audit.

5.2.Preventive actions

The processing of a preventive action is carried out when the certification body deems it
appropriate, except for a preventive action emanating from a sensitive point where a priority is
then assigned.
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6. Preservation of impartiality

No member of the certification body may intervene in the case if, in the two years
preceding the date the complaint or appeal was filed, that person provided advice on the
product or was an employee of the complainant;

A member of the certification body who participated in the initial certification activities
concerned may be involved in developing the solution to address an external complaint or
appeal but may neither decide on the solution nor review it;

The verification and approval of best practices, normally carried out by the quality manager
or their alternate, is exceptionally entrusted to another member of the certification body in
cases where the quality manager and their alternate are also involved in implementing the
correction made.

7. External information related to the processing of a complaint or an appeal

The certification body informs the complainant or applicant in writing (by email or post) of the
findings of the process and the decisions made. When the complaint or appeal comes from an
entity external to ANSSI, the response drafted by the certification body is signed by the head of
the Expertise Department or his deputy. In the case of an internal complaint, the validation of the
proposed response is carried out by the office manager or his deputy.

At this stage, two scenarios may arise:

If the complainant or applicant is satisfied with the corrections made, the complaint or
appeal can then be definitively closed. The quality manager or his deputy then completes
the anomaly tracking file.

If the complainant or applicant is not satisfied with the findings, the complaint or appeal
then becomes a dispute.

The quality manager of the certification body or his deputy then informs the complainant or
applicant that they may refer the matter to the chair of the certification steering committee and
his deputy to ensure that Article 10 of the [REGULATION] is implemented. Note: a correction made
to a complaint or an appeal may need to be monitored over time; a risk linked to the complaint or
the appeal is then inserted into the risk analysis, thus allowing its regular review.
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ANNEXE A. References

Référence Document

[DECRET] decree No. 2002-535 of 18th April 2002 relating to the evaluation and
certification of the security provided by information technology products and
systems

[CCRA] Arrangement on the Recognition of Common Criteria Certificates in the field of
Information Technology Security, 2nd July 2014.

[SOGIS] Mutual Recognition Agreement of Information Technology Security Evaluation
Certificates, version 3.0, 8th January 2010, Management Committee.

[EUCC] European cybersecurity certification scheme based on common criteria
(implementing regulation (EU) 2024/482) and its amendments.

[17025] Standard EN ISO/IEC 17025 : general requirements for laboratories, current
version.

[REGLEMENT] ANSSI-CC-REG-01 Internal regulation, current version.

[ANO-F-03] ANSSI-CC-ANO-F-03 External anomaly sheet, current version..

[ANO-F-01] ANSSI-CC-ANO-F-03 Internal anomaly sheet, current version.

[ANO-L-01] ANSSI-CC-ANO-L-01 TAC template, current version.

Most of those documents are present on the ANSSI website (www.cyber.gouv.fr).
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