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l. Introduction

1.1. Overview

1.1.1. Context

The information systems of businesses and organisations are undergoing a profound
transformation, opening up to the outside world and continuously incorporating innovative
services. Businesses and organisations must integrate an ever-increasing number of
technologies ('Big Data’, 'Internet of Things’, ‘Artificial Intelligence’, ‘Industry 4.0, etc.), interact
with an ever-growing number of stakeholders (product and service providers, partners,
subcontractors, etc.) and cope with the internationalisation of their operations. Added to this
are an expansion of the scope of applicable regulations and a tightening of regulatory
requirements (the Military Programming Act, and in particular the provisions applicable to
critical information systems (S11V) of operators of critical national infrastructures (OIV) (1), the
European directives on the security of network and information systems (2) (3), the General
Security Baseline (4), Regulation (EU) No 910/2014 (5), the State cyber security policy (6), etc.),
which require businesses and organisations to better manage the security of their information
systems and to raise security standards.

Maintaining trust in these circumstances is a daily challenge, particularly against a backdrop of
increasingly active and diverse threats. Organisations must implement appropriate and
proportionate measures to protect their information systems and comply with regulatory
requirements. Firstly, it is a question of identifying which security measures (organisational,
physical and technical) should be implemented as a priority and defining how they should be
applied. This involves risk analysis procedures and the definition of plans for dealing with these
risks. Finally, organisations must also prepare for crises affecting these information systems or
digital services and the impact on the business activities they support, by adapting their crisis
management, business continuity and resilience frameworks to take account of the cyber
dimension.

In the face of these constantly evolving risks and regulations, businesses and organisations
need support in their risk management efforts, in protecting their information systems, and in
managing the associated crises. They may therefore wish to engage service providers in order
to benefit from the manpower and expertise that are often difficult to find within their own
organisation.

These information system security activities complement other specific types of information
system security activities, including information system security audits, and the detection of
and response to information system security incidents, which are covered respectively by the
PASSI (Cyber security audit service provider) (7), PDIS (Cyber security incident detection
service provider) (8) and PRIS (Security incident response service provider) (9) rules sets, also
published by ANSSI.

1.1.2.  Purpose of the document

This document sets out the requirements applicable to a Cyber security support and
consulting service provider (PACS), hereinafter referred to as ‘the provider’.
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It is intended to enable the qualification of a service provider in accordance with the
procedures described in Chapter Ill.

It enables the client commissioning a cyber security support and consulting service to be
assured of the service provider’s and its staff's expertise, of the service provider’s ability to
deliver a service that complies with the requirements of this framework, and of its ability to
protect the sensitive information and media to which it has access during the course of the
service.

It does not replace the application of the laws and regulations in force, in particular with regard
to the protection of sensitive (10) and classified (11) information, or the obligations of service
providers in their capacity as professionals, in particular their duty to advise their clients.
1.1.3.  Structure of the document

Chapter | corresponds to the introduction of this baseline.

Chapter Il describes the activities covered by this baseline.

Chapter Il describes the procedures for qualification of a service provider.

Chapter IV describes the requirements applicable to service providers.

Chapter V describes the requirements applicable to the service provider’s personnel.
Chapter VI describes the requirements applicable to the service.

Annex 1 presents the literature.

Annex 2 describes the knowledge, skills and duties of the service provider’s personnel.

Annex 3 sets out recommendations for clients before, during and after the service provision.

Annex 4 describes the recommended prerequisites to be met by the clients.

1.2. Document identification

This standard is entitled ‘Cyber security support and consulting service providers -
Requirements rules set’. It can be identified by its name, version number and update date.

1.3. Acronyms and definitions

1.3.1. Acronyms
The main acronyms used in this reference document are:

ANSSI Agence nationale de la sécurité des systemes d'information (French cyber
national security agency)

BIA Business Impact Assessment
Caa$ Containers as a Service
CM Crisis Management
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laaS Infrastructure as a Service

CND Computer Network Defence

MOC Maintenance in Operational Condition

MsC Maintenance in Secure Condition

MVC Model-View-Controller

olv Operator of critical national infrastructures

PACS Cyber security support and consulting service provider
PaaS Platform as a Service

PASSI Cyber security audit service provider

BCP Business Continuity Plan

ICP IT Continuity Plan

PRA Disaster Recovery Plan

PDIS Cyber security incident detection service provider
PRIS Security incident response service provider

CsP Cyber Security Policy

FEEDBACK  Experience feedback

Saa$ Software as a Service

1.3.2. Definitions

The definitions below are based on the standards and documentary references in Annex 1 as
well as the national strategy for digital security.

Cyber security support and consulting - intellectual service relating to a defined scope aimed
at supporting the client in securing its information system. As the consulting process does not
involve acting on the client’s behalf, the client retains autonomy and responsibility for securing
its information system.

Beneficiary - legal entity whose information system is the subject of the service. The beneficiary
may or may not be the client of the service.

Client - legal entity that uses a service provider to perform a qualified service. The client may
or may not be the beneficiary of the service.

Consultant - natural person who provides support and advice.

Service Agreement - written agreement between the client and the service provider for the
performance of the service.

Crisis (cyber-related) - immediate and significant disruption to an organisation’s day-to-day
operations (suspension of activities, inability to deliver services, heavy financial losses,
significant loss of integrity, etc.) caused by one or more malicious cyber-based actions
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targeting its digital services, tools or systems (cyber attacks such as ransomware or denial-of-
service attacks, etc.).

State-of-the-art - publicly accessible set of best practices, technologies and reference
documents relating to information system security, and information that is obviously derived
from them. These documents can be made available online by the cyber security community,
distributed by reference bodies or from regulatory sources.

Expert — a natural person whom the service provider may call upon to carry out part of the
service where specific knowledge and skills, falling outside the scope of the service
specification and not possessed by the consultants, are required for the proper performance
of the service. The expert may be a member of staff from within the service provider’s
organisation or from outside it.

Crisis management (cyber-related) - a set of actions aimed at minimising the impact of a crisis
by providing an effective response and adequate support in order to safeguard the key
interests of the beneficiary or client (reputation, business continuity, restoration of operational
capabilities, etc.).

Hacktivist or isolated threat - this threat is illustrated by the conduct of computer attacks by
an isolated individual or hacktivist group. The means implemented include denial-of-service
attacks or data leaks. The isolated threat also includes individuals using unsophisticated tools
or privileged access within an entity, but with limited resources.

Strategic threat - this threat is illustrated by the conduct of persistent, targeted, State-led or
state-funded cyber attacks. It is characterised by significant technical and organisational
resources, along with a commitment to discretion. These attacks may be conducted in
particular for the purpose of espionage, pre-positioning or destabilisation.

Systemic threat - this threat is characterised by its ability to affect a large proportion of
entities. It includes the cyber criminal threat, characterised by the conduct of predominantly
opportunistic computer attacks. These attacks are typically conducted for profit and can
manifest themselves as ransomware or fraud. These threats also stem from the proliferation of
offensive tools and services that are readily available or marketed by private companies. These
services may be used for gathering economic intelligence or industrial espionage, or may
enable certain states with limited resources to gain access to offensive capabilities.

Security measure - measure to satisfy a security requirement, prevent or reduce the occurrence
of a risk of a breach of information security or to reduce its severity.

High level of qualification - a level of qualification which, compared with a substantial level of
qualification, provides greater assurance, in particular regarding the service provider’s
competence, the trust that can be placed in them, and their ability to protect information and
media relating to the service. A high-level service is recommended when the risks to the
information system covered by the service are high and/or when risk scenarios of an intentional
nature involve a strategic threat.

Substantial qualification level - qualification level enabling a first level of assurance to be
obtained, in particular on the competence of the service provider, the trust that can be placed
in it and its ability to protect the information and media relating to the service. A substantial
level of service is recommended where the risk scenarios of an intentional nature affecting the
information system covered by the service involve a systemic, hacktivist or isolated threat.
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Scope of the service - physical, logical and organisational environment of the information
system covered by the service.

Service provider - legal entity providing a qualified service, i.e. compliant with the requirements
of this baseline.

Baseline - this document.

Service manager — an individual employed by the service provider who is responsible for
providing support and advice on cyber security. In particular, the service manager is
responsible for setting up the support and consulting team, ensuring that the skills of the
consultants, and experts where applicable, match the objectives, scope criteria and activities
of the service.

Information security - maintaining the availability, integrity and confidentiality of information.

Information system security - preserving security needs, including confidentiality, integrity and
availability, of information collected, stored, processed and distributed within an information
system.

Subcontracting - an operation by which the service provider entrusts, under its responsibility,
all or part of the performance of the service agreement to a legal entity (the subcontractor).
The subcontractor thus identified is therefore essentially outside the service provider’s
organisation.

Information system - an organised set of resources (hardware, software, personnel, data and
procedures) used to collect, store, process and distribute information.

Target information system - information system covered by the service.

Third party - a natural or legal person independent of the service provider, the client and the
beneficiary.
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1. Activities covered by the baseline

The activities covered by this baseline are as follows:
- cyber security certification consulting;
- cyber security risk management consulting;

information system architecture security consulting;

- cyber crisis management preparedness consulting.

In all the activities covered, the approach implemented does not involve the service provider
replacing the client. Indeed, this latter must retain autonomy and responsibility in the process
of securing their information system and maintaining it in a secure condition.

I11.  Information system security certification consulting

Information system security certification consulting involves supporting the client through the
various stages involved in compiling the certification dossier, drawing up a report to assist with
the certification decision, and then implementing mechanisms to monitor the certification and
the process of maintaining the information system’s security. The various studies conducted
as part of the certification process (security audits, risk analysis consulting, architectural
consulting, etc.) do not fall within the definition of this activity and may be conducted in
accordance with other sections of this baseline or other baselines proposed by ANSSI.

This activity may form part of the initial security certification of an information system, the
monitoring of that certification, or its renewal.

I1.2.  Cyber security risk management consulting

The cyber security risk management consulting activity consists in supporting the client in the
various steps that lead to a relevant assessment of the risks impacting the target information
system and the proposal of an associated risk treatment plan.

This activity forms part of the design of an information system, the development of an existing
information system or the review of an existing information system.

I1.3. Information system architecture security consulting

The information system architecture security consulting activity consists in supporting the
client in structuring the technical and organisational choices of an information system. It must
help them to define reference models that set out the principles of the comprehensive security
model. The consulting service must be carried out in such a way as to ensure that it meets
security requirements appropriate to the target information system and the client’s
operational context. These choices must take into account the associated implementation and
maintenance efforts, as well as the client's level of maturity.

The recommendations issued may relate to the architecture of information systems as such,
as well as to the configurations of the components making up that architecture (systems,
networks, applications, etc.).

This activity may form part of the design of an information system, the development of an
existing information system, or the review of an existing information system.
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I1.4. Cyber-related crisis management preparedness consulting

Cyber-related crisis management preparedness consulting involves supporting the client in
structuring their crisis management framework to incorporate the specific aspects of cyber-
related crises, as well as preparing teams to develop the reflexes needed to respond to such
crises. It allows the client to define its crisis management governance. It must help them to
define policies and their versions, models and tools to make the strategic and operational
response during the crisis more concrete. This crisis response also includes crisis
communication, taking into account legal and potential insurance aspects.

Cyber-related crisis management preparedness consulting must ensure that business
continuity arrangements address cyber risks and are tailored to the specific characteristics of
this type of crisis. In particular, cyber-related risks should be incorporated into business
continuity plans (BCPs), disaster recovery plans (DRPs) and IT continuity plans (ICPs). The
activity must be carried out in such a way as to ensure that it meets the client’s business
continuity requirements and is appropriate to the client’s level of maturity.

The work may focus on organisational aspects, such as the structuring of teams and policies,
or technical aspects, such as the development of response protocols, the implementation of
crisis management tools, or operational arrangements designed to address business continuity
challenges. They may also relate to the training and development of teams deployed during
crises.

This activity may form part of the design of a crisis management framework, the development
of an existing crisis management framework, or the review of an existing crisis management
framework.
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1. Qualification of cyber security support and consulting
service providers

I1.1. Qualification procedures

The qualification of a service provider is carried out in accordance with the service provider
qualification process (12) and serves to certify that the service provider complies with the
requirements of this standard.

The baseline contains requirements and recommendations applicable to service providers,
their staff and the service itself.

The requirements must be met by the service providers in order to obtain qualification.

The recommendations for service providers are provided as best practices and are not subject
to verification for the purposes of qualification.

The baseline also provides recommendations to the clients in Annex 3. These
recommendations are not subject to verification for the purposes of qualification.

An organisation may apply for qualification of an in-house cyber security support and
consulting service, that is to say, a service used to meet all or part of its own needs. In this case,
the qualification process and the requirements applicable to obtain qualification are strictly
identical to those described in this baseline. The term ‘service provider’ therefore refers
equally to any organisation offering support and consulting services in the field of cyber
security, whether on its own behalf or on behalf of other organisations.

A qualified service is considered to be a service that complies with the procedure described in
Chapter VI, the activities of which are carried out by personnel complying with the
requirements of Chapter V and working for a qualified service provider complying with the
requirements of Chapter IV. For each type of service, staff must meet the required
competence profiles, as set out in Annex 2.

I11.2. Qualification levels
Service providers can be certified at two levels: substantial or high.

Where a requirement applies to only one specific qualification level, it is preceded by text in
square brackets identifying that level. Thus, a requirement preceded by “[SUBSTANTIAL]" is
applicable exclusively to the substantial qualification level and a requirement preceded by
“[HIGH]" is applicable exclusively to the high qualification level.

When a requirement is not preceded by any reference in square brackets identifying a
qualification level, then it is applicable to all qualification levels.

The requirements applicable to the high qualification level are, by default, recommendations
for the substantial qualification level.

A service provider cannot obtain qualification for several activities at different qualification
levels.

A service provider’s 'high’ level of qualification attests to their ability to carry out all the
activities that make up their qualification scope at both the ‘substantial’ and ‘high’ levels.
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The qualification of a service provider at a substantial level certifies its ability to carry out all
the activities that make up its scope of qualification at a substantial level only.

Annex 3 provides guidance to clients on choosing the appropriate level of service.

11.3. Scope of qualification

The scope of qualification consists of one or more activities described in Chapter Il and a
qualification level described in Chapter I11.2.

The service provider may request qualification for one or more activities and for a qualification
level.

To be qualified under a scope of qualification, the service provider must meet all the
requirements of the baseline applicable to the activities and the qualification level that make
up the scope of qualification.

The service provider may request qualification for a qualification level and for one or more
consulting activities described in Chapter Il. However, qualification is not permitted for the
activity of cyber security certification consulting alone; cyber security certification consulting
must always be accompanied by cyber security risk management consulting.

I1.4. Qualification for national security purposes

Service providers offering cyber security support and consulting services for national security
purposes must comply, in addition to the requirements of this standard for the high level, with
the requirements of the baseline (13).

Support and consulting relating to national security needs includes, in particular, support and
consulting concerning critical information systems (SIIV) of operators of critical national
infrastructures (O1V) and information systems handling information and media classified as FR
(11), EU (14) and NATO (15).
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V. Requirements applicable to the service provider

IV.1. General requirements

a)

b)

)

d)

e)

f)

g)

h)

The service provider must be a legal entity.

The service provider must be governed by the law of a member state of the European
Union.

As a professional, the service provider has a duty to advise the client.

The service provider must obtain the client’s consent before disclosing any service-related
information or media to third parties.

The service provider must provide proof that its organisation, the means it uses to provide
the service and the procedures for its operation, in particular financial, are not likely to
compromise its impartiality with regard to the client.

The service provider must perform the service impartially, in good faith and with respect
for the client, its personnel and its infrastructure.

The service provider must record and handle complaints relating to qualified services
submitted by clients, beneficiaries and, more generally, all third parties.

The service provider must inform ANSSI without delay of any complaint lodged in relation
to a designated service and of how it is being dealt with.

IV.2. Staff management

a)

b)

c)

d)

e)

Before integrating any new consultant or service manager into its teams, the service
provider must verify their training, knowledge, skills and professional references, as well as
the accuracy of their CVs.

Before the start of each service provision, the service provider must ensure that members
of the support and consulting team possess the knowledge and skills required for their
duties, in accordance with Annex 2.

[HIGH] The service provider must only use consultants and service managers with an
individual certificate of competence to perform the service.

The service provider may, with the client’s consent, include in the support and consulting
team individuals who do not hold an individual certificate of competence based on their
training or upskilling. These persons are present as observers and do not participate in the
performance of the service.

The service provider must ensure that consultants and service managers receive ongoing
training to keep their knowledge and skills in the field of cyber security up to date,
particularly those required for the performance of their duties.

The service provider must enable consultants and service managers to keep abreast of
developments in order to maintain their knowledge and skills in the field of cyber security,
and in particular those required to carry out their assignments.
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f) The service provider is responsible for the methods and tools used by the support and
consulting team and for their proper use during the service.

g) The service provider must ensure that consultants and service managers are aware of the
regulations in force within the European Union regarding cyber security, and in particular
those applicable to their assignments.

h) [HIGH] The service provider must ensure that no member of the support and consulting
team has a criminal record that would be incompatible with the performance of their
duties.

IV.3. Data protection

The service provider may, at the request of the client, process all or part of the information
and media relating to the service on its information system, that of the client or the beneficiary.

To obtain high-level qualification, the service provider must, in all cases, have an approved
information system for the protection of information and media marked ‘Restricted
Distribution’ (10).

When providing a service classified as high qualification level, the service provider must use its
information system certified for ‘Restricted Distribution’, regardless of the classification
marking on the information and media relating to the service.

When carrying out a service classified as substantial qualification level, a service provider with
a high-level qualification may choose to have, in addition to its ‘Restricted Distribution’
certified information system, a second information system that complies with the
requirements of this chapter for the ‘substantial’ level. Thus, a service provider with a high-level
qualification may, when carrying out a service classified as being of a substantial qualification
level, in accordance with the client’s request, process information and media relating to the
service that are not marked ‘Restricted Distribution’ either on their ‘Restricted Circulation’-
approved information system or on their secondary information system.

a) The service provider must develop and maintain a risk assessment relating to its support
and consulting activity.

b) It is recommended that the service provider implement method (16) to carry out a risk
assessment relating to its support and consulting activities.

c) The service provider must safeguard the integrity and confidentiality of information and
media relating to the service in accordance with their labelling and level of sensitivity.

d) The service provider must apply the principle of least privilege and restrict access to
information and media relating to the service to only those individuals who have the right
and need to know.

e) The service provider may need to connect the same piece of equipment (USB flash drive,
computer, etc.) to both its approved information system and the target information
system, which may have been compromised. The service provider must implement
appropriate security measures for this equipment in order to meet the operational
requirements of the service and the security requirements of its certified information
system. [HIGH] The service provider is not required to certify this equipment as ‘Restricted
Distribution’ if the target information system is not certified as ‘Restricted Distribution’.
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The service provider must certify its information system.

[HIGH] The service provider must certify its information system for the protection of
information and media marked Restricted Distribution.

It is recommended that the service provider follow the procedure set out in the guide (17)
to have its information system certified.

The service provider must be able to use its information system to perform the entire
service.

[HIGH] The service provider must implement all the rules set out in the Computer hygiene
guide (18) for the ‘hardened’ level on its information system, which has been certified as
‘Restricted Distribution’.

[HIGH] The service provider must implement all the rules relating to the protection of
information systems handling information and media marked Restricted Distribution
defined in (10) on its approved Restricted Distribution information system.

[HIGH] It is recommended that the service provider implement the recommendations set
out in the guide (18) within its approved ‘Restricted Distribution’ information system.

m) [SUBSTANTIAL] The service provider must implement all the rules of the Computer hygiene

n)

0)

P)

guide (18) for the standard level on its information system.

The service provider must carry out a periodic review of access rights to its information
system.

[HIGH] The service provider must carry out a review of access rights to its information
system every six months.

The service provider must have an offline information system in order to retain all
information and media relating to the service for which it has received a retention
authorisation from the client.
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Requirements applicable to the service provider’s personnel

V.1.  General knowledge and skills

a)

b)

c)

d)

e)

Consultants must possess the personal qualities identified in chapter 7.2.2 of the standard
(19).

Service managers must possess the personal qualities identified in chapter 7.2.3.4 of the
standard (19).

The service manager and the consultant must be made aware of the laws and regulations
in force within the European Union that apply to their assignments.

Service managers and consultants must possess strong writing and summarising skills, and
be able to present relevant information tailored to the profiles of their audience (senior
management, technical departments, business and safety managers, etc.).

Service managers and consultants must possess the listening and communication skills
required to engage in constructive dialogue with the client’s representatives at all levels.

It is recommended that consultants contribute to advancing the state of the art by
participating in professional events within their fields of expertise, engaging in research or
publishing articles.

V.2. Specific knowledge and skills

a)

b)

c)

d)

Service managers and consultants must, depending on their role, perform the service in
accordance with the requirements of Chapter VI.

Service managers and consultants must, depending on their role, perform the tasks
described in Annex 2.

Service managers and consultants must, depending on their role, possess the skills set out
in Annex 2.

Service managers and consultants must, depending on their role, have the knowledge set
out in Annex 2.

V.3. Experience

a)

b)

c)

It is recommended that service managers have at least three years’ experience in the field
of cyber security.

It is recommended that cyber security risk management consultants demonstrate at least:
i. two years’ experience in the field of cyber security;

ii. threeyears’ experience in the field of risk management.

It is recommended that information system architecture security consultants demonstrate
at least:
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i. two years’ experience in the field of cyber security;
ii.  three years’ experience in the field of information systems technology;
iii.  oneyear’s experience in the field of information systems architecture security.

d) Itis recommended that consultants specialising in cyber crisis management preparedness
demonstrate at least:

i.  two years' experience in the field of cyber security;
ii.  threeyears’ experience in the field of cyber crisis management preparedness;

iii.  experience in cyber crisis management.

V.4. Commitment

a) The consultants and service manager must have an employment contract with the service
provider.

b) The service provider must have a contractual framework in place with the experts (see
Chapter VI.2.5).
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VI. Requirements applicable to the service

VI.1. Step 1- Preliminary assessment of suitability to carry out the service
a) Before the service before, the service provider must ask the client for:

i.  the provision of a detailed inventory of the available prerequisites (documentation,
availability of the client’s contacts, etc.), including, for each one, where possible,
the estimated usability level of that prerequisite (the document’s level of structure,
currency, completeness and validation);

ii. the list of the client's stakeholders who can be called upon during the service.

b) The service provider must inform the client of the recommendations contained in Annex
3.

c) The service provider must obtain a commitment from the client to provide the
prerequisites necessary for the performance of a qualified service, the list of which is
provided in Annex 4 of this document.

d) The service provider must, on the basis of the information provided by the client - in
particular the objectives, criteria, scope, consulting and support activities, and any specific
terms and conditions of the service - carry out a preliminary suitability assessment in order
to evaluate impartially whether it is able to perform the service in full, in part, or not at all.

e) The service provider must inform the client of the conclusions of the prior qualification of
suitability for performance of the service and in particular whether it considers it is able to
perform the service in full, in part or not at all.

f) The service provider must only agree to perform the service if the conclusions of the prior
suitability qualification confirm that it is able to perform the service in full.

VI1.2. Step 2 - Drafting of the service agreement

a) The service provider shall draw up a service agreement with the client.

b) The service agreement must be signed by a legal representative of the service provider and
a legal representative of the client, or any person who may bind the service provider and
the client.

VI.2.1. Qualification

The service agreement must:

a) specify that the service is qualified;

b) identify the level of service qualification;

c) identify support and consulting activities;

d) include the service provider’s certificate of qualification;

! The choice of objectives, criteria, scope, consulting and support activities and any special terms and conditions of
the service is ultimately up to the client. However, as a professional in the field of cyber security, the service provider
has a duty to advise on their relevance and coherence.
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[HIGH] specify that each consultant and service manager has an individual certificate of
competence;

[HIGH] specify that the client may, in accordance with the service qualification process
(12), file a complaint with ANSSI when it considers that the service provider has not
complied with one or more requirements of the baseline in the context of a qualified
service, and remind that in the event of a failure by the service provider, the qualification
of the service provider may be withdrawn, the scope of qualification reduced, or the level
of recommendation of the service provider downgraded.

VI1.2.2. Terms and conditions of the service

The service agreement must:

a)

b)

c)

d)

describe in general terms the approach, objectives, criteria, scope and support and
consulting activities, along with the terms of the service, in particular the prerequisites,
milestones, deliverables, dates and places of performance of the service. This information
may be specified and updated if necessary in the framing note;

specify that the law applicable to the service agreement is that of a Member State of the
European Union and specify which one;

specify the ownership rules for elements protected by intellectual property such as the
tools specifically developed by the service provider in the context of the service and the
deliverables of the service, in particular the service report;

specify that any amendment to the service agreement must be subject to the approval of
a legal representative of the service provider and a legal representative of the client, or any
person who may bind the service provider and the client.

VI.2.3. Responsibilities

The service agreement must:

a)

b)

c)

specify that the client holds all ownership and access rights within the scope of the service,
or that it has obtained the consent of any parties whose information systems fall within the
scope of the service;

specify that the service provider shall inform the client in writing and without delay in the
event of a breach of the service agreement;

describe the main risks associated with the service, in particular those relating to breaches
of the availability of the target information system and the confidentiality of its data.

VI.2.4. Confidentiality

The service agreement must:

a)

b)

specify that the service provider shall only collect and use the information and media
strictly necessary for the proper performance of the service, in line with the service's
objectives, criteria, scope and activities;

specify that the service provider shall not disclose or share any information or media
relating to the service with third parties, unless authorised in writing by the client;
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c) specify that, upon completion of the service, the service provider shall return, delete or
destroy all information and media relating to the service, with the exception of those for
which the service provider has received authorisation from the client to retain them;

d) specify that, upon completion of the service, the service provider shall retain, on an offline
information system, all information and media relating to the service for which it has
received authorisation from the client to retain them.

VI1.2.5. Experts

The service agreement must:

a) specify that the service provider may include one or more experts in the support and
consulting team to assist with certain support and consulting activities where these require
specific knowledge or skills which the consultants do not possess, provided that:

i.  thereis a contractual framework between the service provider and the experts;
ii. the use of experts is accepted by the client;

ii. the experts are duly supervised by the service manager.

VI1.2.6. Subcontracting
The service agreement must:

a) specify that the service provider may subcontract part of the cyber security support and
consulting activities to another subcontractor, provided that:

i. the subcontracting service provider is qualified for the subcontracted cyber
security support and consulting activities;

ii. the subcontracted service is qualified at the same qualification level;

ii. there is a contractual framework between the service provider and the
subcontracting service provider;

iv.  the use of subcontracting is accepted by the client in the framing note.

VI.2.7. Framing note
The service agreement must:
a) provide for the preparation of a framing note and its updating during the service.

b) indicate that the framing note complies with the requirements set out in Chapter VI.3.2.
VI.3. Step 3 - Service preparation

VI.3.1. Team formation
a) The service provider must appoint a service manager.

b) [HIGH] Consultants and service managers must each have an individual certificate of
competence in force for the activities entrusted to them.
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The project manager must put together a team comprising consultants and, where
appropriate, experts with all the knowledge and skills required to perform the service. The
service manager may, provided they have sufficient knowledge and skills, carry out the
service on their own.

The service manager must regularly review the profile and number of consultants and,
where applicable, experts, to ensure that the service provider’s commitment remains
appropriate for the proper performance of the service.

VI1.3.2. Drafting of the framing note

a)

The service manager must draw up the framing note in consultation with the support and
consulting team and the service liaison officer at the client organisation.

The framing note must:

b)

c)

d)

e)

8)

h)

)

k)

specify the objectives, criteria, scope and support and consulting activities, along with the
terms and conditions of the service: prerequisites, milestones, deliverables, dates and
places of performance of the service, etc. Annex 4 identifies, for each support and
consulting activity, the prerequisite documents that must at least be made available by the
client;

identify the service governance bodies and specify their roles and meeting frequencies;

identify the name of the client’s contact person responsible for managing the service,
whose role is to manage the relationship with the service provider, to ensure the service is
carried out properly, and to ensure that the service agreement and the framing note are
complied with;

determine whether the client authorises the service provider to subcontract all or part of
the service and, where applicable, identify the subcontractor and the subcontracted cyber
security support and consulting activities;

Identify whether the Client authorises the Contractor to use experts;

identify the names and contact details of the members of the support and consulting team
and specify for each of them their role (service manager, consultant or expert) and the
activities entrusted to them;

[HIGH] attach the individual certificates of competence of the service manager and
consultants;

identify the names, roles and responsibilities of the persons designated by the client and
involved in the service. Annex 4 sets out, for each support and consulting activity, the
profiles of the individuals who must, at the least, be appointed by the client;

describe, where applicable, the arrangements for collaboration with third parties
(subcontractors, etc.);

identify the rights and needs relating to access to information and media relating to the
service;
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identify the labelling of information and media relating to the service according to their
level of sensitivity?

identify ways of protecting information and media relating to the service, according to
their level of sensitivity and their labelling3;

specify the deliverables for the service and describe the applicable modalities: content,
format, language, etc,;

to specify, for each item of information and medium relating to the service, which items
are to be retained, deleted or destroyed by the service provider or returned to the client,
and to set out the procedures for retention, deletion, destruction and return;

identify, where applicable, the specific legal and regulatory requirements to which the
client is subject, in particular those applicable to the target information system;

identify, where applicable, the client’s specific requirements, in particular the areas on
which they would like the service provider to focus. These may, for example, include
specific constraints to which the target information system or the client might be subject;

be approved by the client's service contact and by the service manager, and each time it
is updated during the course of the service.

VI1.3.3. Opening meeting

a)

b)

d)

The service manager must check with the client that the legal representatives of the
entities affected by the service have been notified in advance and have given their consent.

Depending on the purpose of the service, the service provider’'s team must obtain from the
client all existing documentation (e.g. security policy, risk analysis, security operating
procedures, information system mapping, architectural diagrams, etc.) relating to the
scope, in order to gain a sufficient understanding of the target information system. It must
therefore, if necessary, ask the Client for additional information in relation to the
documents already submitted when drawing up the service proposal responding to the

Client’s request.

The service must not commence until after a formal meeting — the opening meeting -
during which the authorised representatives of the service provider and those of the client
confirm their agreement on all the terms and conditions of the service.

It is recommended that the opening meeting should include, at the least:
Service provider:
- aservice manager;

- atleast one consultant for each of the cyber security support and consulting activities
carried out.

2 The decision on how to label information and media relating to the service ultimately rests with the client; however, the service provider,
in their capacity as a professional in the field of cyber security, has a duty to advise and must propose appropriate labelling. Annex 3 provides
guidance to clients on the labelling of service deliverables, in particular the service report.

3 The choice of measures to protect information and media relating to the service ultimately rests with the client; however, the service
provider, in its capacity as a professional in the field of cyber security, has a duty to advise and must propose appropriate protective measures.
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Client:

- aproject manager for the service;

- an owner of the information system to which the service relates;

- asecurity officer for the information system covered by the service;

- abusiness representative of the information system covered by the service;
- anIT representative of the information system covered by the service;

- a functional or technical architect with an understanding of the information system
covered by the service;

- a party responsible for maintaining the information system covered by the service in
operational condition;

- aparty responsible for ensuring the security of the information system covered by the
service;

- where applicable, a representative of the communication teams;
- where applicable, a representative of the legal teams;

- where applicable, a representative of any third parties (suppliers of goods and services,
subcontractors, etc.) involved in the information system covered by the service.

A single contact person may fit several of the profiles listed above.

VI1.4. Step 4 - Performance of the service

V1.4.1. Performance of cyber security certification consultancy services

a)

b)

The service provider must support the client in its certification project in accordance with
the principles of the information systems certification process described in the guide (17)
or with the client’s own certification methodology, if such a methodology already exists
within the client’s organisation.

The service provider must identify the key contacts in order to understand the
organisation’s context and its information system. It must then secure the commitment of
the management teams, before organising and conducting interviews with the individuals
identified.

The service provider must review the documents identified in the framing note.

The service provider must ensure that the certification dossier is complete and complies
with the guide (17) or the client’s own methodology, if such a methodology already exists
within the client’s organisation. The service provider must provide a reasoned opinion on
the relevance of the information gathered in relation to the objectives of the service.

Where applicable, the service provider must assist the client in gathering the necessary
documentation and must inform the client of the need to start drafting or updating any
missing or substandard elements in each document within the file.
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VI.4.2. Carrying out cyber security risk management consulting activities

a)

b)

c)

d)

e)

f)

The service provider must use a proven, maintained, sustainable risk analysis method that
complies with the standard (20).

[HIGH] The service provider must recommend to the client that the EBIOS RM (16) method
be used as part of the support provided for the cyber risk analysis.

The service provider and the client must agree on the scales and metrics used for the
service.

[HIGH] The service provider must propose intermediate validation meetings to the client
at each stage of the risk analysis method.

The service provider must identify the relevant contact persons to meet and then organise
and conduct the interviews with them.

The service provider must review the documents identified in the framing note.

V1.4.3. Performance of information system architecture security consulting activities

a)

b)

c)

The service provider must identify the relevant contact persons to meet and then organise
and conduct the interviews with them. The relevant contacts are in particular those
involved in the definition, implementation, maintenance in operational condition (MOC)
and secure condition (MSC) of all the target information system building blocks.

The service provider must review the documents and organise the meeting of the contact
persons identified in the framing note.

The service provider must base its recommendations on tried-and-tested, maintained and
sustainable standards that comply with the principles set out in the technical security
documents and guides published by ANSSI or recognised as complying with existing
standards relating to the architecture of secure information systems. The service provider
must justify its recommendations and highlight any deviations from the state of the art for
any alternative recommendations.

VI1.4.4. Performance of consulting activities in preparation for cyber crisis
management

a)

b)

)

d)

The service provider must support the client in preparing for the management of cyber-
related crises in accordance with the principles set out in the guide (21).

The service provider must be able to organise and conduct interviews with staff involved
in defining, implementing or improving the client’s crisis management plan and associated
operational procedures.

The service provider must review the documents and organise the meeting of the contact
persons identified in the framing note.

The service provider must be able to draw up, or assist the client in drawing up, quick-
reference guides, procedures or any other deliverables deemed relevant (flowcharts, role
descriptions, etc.) to facilitate the response of strategic units and operational teams in the
event of major incidents and crises.
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e) The service provider must be able to organise or coordinate exercises for strategic and/or
operational units and/or technical teams.

f) [HIGH] When organising cyber crisis management training sessions, the service provider
must follow the methodology set out in the guide (21).

g) As part of support for preparing for a cyber crisis communication, the service provider
must implement the methodology set out in the guide (22).

h) As part of support relating to crisis management tools, the service provider must be able
to assist the client in implementing the tools identified during the assessment phase.

i) The service provider must base its recommendations on tried-and-tested, maintained and
sustainable standards that comply with the principles set out in the documents and guides
published by ANSSI or recognised as complying with existing standards relating to cyber
crisis management. The service provider must justify its recommendations and highlight
any deviations from the state of the art for any alternative recommendations.

VI.5. Step 5 - Regular monitoring of the service

a) [HIGH] The service provider must organise follow-up meetings in accordance with the
procedures set out in the framing note. These follow-up meetings should, in particular,
provide an opportunity to discuss the following topics:

- progress of the service;
- difficulties encountered;
- new documentation needs or meetings with contacts;

- any change in the consultants carrying out the service within the service provider’s
team;

- any change in the terms of the service.

b) Assoon as step VI.4 is complete, and without waiting for the service report to be finalised,
the service manager must inform the client of the findings and initial conclusions of the
service.

c) Where applicable, the service manager must formally report any major and critical
potential risks and vulnerabilities that would require prompt action and, where possible,
outline the associated recommendations.

VI1.6. Step 6 - Drafting the report

a) The service provider must draw up a report”.

VI1.6.1. Qualification
The service report must:
a) specify that the service is qualified;

b) identify the qualification level of the service;

4 Where several activities are carried out during the service, the decision as to whether to have one or more reports rests with the client.
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c) identify support and consulting activities;

d) ldentify the names and contact details of the members of the support and consulting team,
and specify for each of them their role (service manager, consultant, expert) and the
support and consulting activities carried out.

VI1.6.2. Framework

The service report must:

a) identify the names, contact details and roles of the people the service provider met during
interviews, and state the date of the interview;

b) identify all the documents on which the service is based.

V1.6.3. Management summary

a) Thereport must present a management summary.

The management summary must:

b) be understandable to people who are not experts in cyber security;
c) specify the context, including an analysis of the overall threat;

d) clarify the mapping of the target information system;

e) set out the various steps of the project, the interviews conducted and the documents
analysed as part of the project;

f) specify the summary of the results of each of the support and consulting activities carried
out as part of the service;

g) specify the overall summary of the service;

h) [HIGH] outline any reservations regarding the comprehensiveness of the scope of the
analysis (relating to the time allocated, the availability of the requested information or key
contacts, the client’s cooperation, the budget for the service, etc.) or the relevance of the
service's objective.

VI1.6.4. Results

V1.6.4.1. Report on consulting services relating to cyber security certification

a) Theservice reportrelating to cyber security certification consulting activities must include,
in addition to the elements required as part of the service report, the following elements:

- an accompanying document setting out the information system in its context and
justifying the approach adopted,;

- the presentation medium for the certification committee, including the following:

i. the meeting agenda, a reminder of the aim of the approval process and the various
stakeholders and authorities involved;
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a summary of the business context, the system and its ecosystem, the framework
within which the process is carried out, the certification process adopted, and the
documents comprising the certification dossier;

the security foundation® applied to the system (security objectives and expected
level of compliance), in line with the regulatory framework and reference CSPs,
together with a summary of the most significant deviations and the proposed
remedial measures;

a summary of the risk analysis, the specific security policy applied to the target
information system, a summary of any audits and certification work carried out,
where applicable, and a summary of residual risks;

the risk treatment plan, including current and planned actions to address identified
vulnerabilities and maintain security within a framework of continuous
improvement, and providing for the updating of the associated residual risk map;

the risk management organisation put in place to ensure the secure operation of
the target information system and the progress of the risk treatment plan.

V1.6.4.2. Cyber security risk management consulting service report

a)

b)

c)

d)

The service report on cyber security risk management consulting activities must include, in
addition to the elements required as part of the service report, the following specific
elements:

the risk analysis methodology used;

the recommended risk treatment plan, prioritising the list of safety measures for
reduced risks;

risk mapping before and after treatment using the recommended measures;

residual risk mapping following the implementation of the recommended safety
measures.

The service provider must explain, in clear and understandable language, the strengths and
limitations of the various risk measures, and the uncertainties surrounding the risk
estimates.

The service provider must remind the client of the need to implement a residual risk
management process.

[HIGH] The service report should, as far as possible, set out general guidelines — not linked
to specific risks — intended to advise the client on further actions (whether or not already
identified by the client) that would be relevant to improving cyber security.

5The security foundation encompasses the list of applicable baselines, the state of application and the identification
and justification of deviations.
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V1.6.4.3. Information system architecture security consulting service report

a) The service report on information system architecture security consulting activities must
include, in addition to the elements required as part of the service report, the following
specific elements:

- an analysis listing the identified deviations from security objectives and the
vulnerabilities to be addressed, and providing a security assessment of the architecture
submitted by the client; these may be grouped by cyber security themes, including, in
particular, the following themes6:

i.  Cyber Security Policy (CSP);
ii.  mapping/documentation;
iii.  maintenance in operational condition (MOC)

iv. maintenance in secure condition (MCS);

v. logging;

Vi. security incident detection;

vii.  handling of security incidents;
viii. identification (users/processes);

iX. authentication (users/processes);

X.  access rights management;

xi.  privileged account management;
xii. secure administration;
xiii.  network segmentation and encryption of data in transit;

Xiv.  system partitioning and encryption of data at rest;

xv.  stream filtering;

XVi. remote access (mobility, partners);
xvii.  physical security, physical access control, and video protection;
xviii.  backups, business recovery plan (BRP), business continuity plan (BCP);

Xix.  storage and hosting.

- oneor more scenarios, tailored to the client’s context, designed to achieve the client’s
security objectives, including an analysis of the benefits and limitations, as well as an
assessment of the associated efforts (implementation and maintenance in operational
and secure conditions) for each proposed scenario;

- alist of recommendations for each scenario, enabling the client’s security objectives to
be met;

6 These topics should be adapted according to the scope and objectives of the service.
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- [HIGH] an indicator of priority and implementation efforts for each of the
recommendations in the list;

- alist of residual gaps and vulnerabilities for each scenario, if the service provider deems
it impossible to meet the security objectives following the analysis;

- [HIGH] a summary for the client’s management, setting out the main points of the
analysis, a summary of the various scenarios proposed, the most critical residual gaps
and vulnerabilities for each of them, and the impacts on the client.

V1.6.4.4. Consultancy report on preparing for cyber crisis management

a) The service report on consultancy activities relating to the preparation for the
management of cyber crises must include, in addition to the elements required as part of
the service report, the following specific elements:

- areminder of the objectives of the service along with the technical and business scope
of the target crisis management system;

- aset of documents comprising, depending on the services provided:

i.  Assessment or review of a cyber crisis management system:

» [HIGH] an assessment report on the maturity level of the crisis
management system in relation to the state of the art, based on the guide
(21) and feedback from past incidents and/or crises, where available;

= a document defining the existing operational capacities to be
implemented to ensure an appropriate level of cyber crisis management;

ii.  Assessment or review of a business continuity plan:

= [HIGH] an assessment report on the maturity level of the business
continuity plan in the face of cyber threats, compared with the state of
the art, based on the guide (21) and feedback from past incidents and/or
crises, where available;

» adocument setting out the existing operational capabilities and those to
be putin place to ensure an appropriate level of business continuity in the
face of cyber threats;

iii.  Implementation of a cyber crisis management system:

* a document setting out the client organisation’s target cyber crisis
governance framework, including its regular assessment and
arrangements for continuous improvement;

» a set of quick-reference sheets, role-specific guides and procedures to
support crisis management, in line with the requirements of the cyber (21)
and EBIOS RM (16) crisis management guides;

» identification of the staff responsible for activating the crisis response
plan;

» adocument describing the strategy for verification, audit and feedback
(after areal crisis) of operational capabilities ensuring an appropriate level
of cyber crisis management;
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a document setting out a training and education strategy for the crisis
management team at strategic and operational levels, including any
training and awareness-raising materials used during the service provision;
a document setting out the methodology and models to be used in
preparing for cyber crises;

a document formalising:

e crisis scenarios, the communication strategy for responding to
cyber crises, the organisational structure for communication in
the event of a crisis, communication management tools (a press
kit, login details for social media accounts, mobile apps, the
website and the Intranet), a directory of crisis management
stakeholders, and talking points on sensitive or crisis-related
issues;

e the standard procedure for notification to the relevant
authorities;

a list of models and tools (introduced during the service or already in
place) and locations available for crisis management;
for the tools installed during the service, a user guide.

iv.  Implementation of a business continuity system to deal with cyber threats:

a business impact assessment (BIA) specifying the need for cyber
continuity, the continuity strategy;

a cyber business continuity plan (BCP) and a cyber disaster recovery plan
(DRP), including, in particular, an IT continuity plan (ICP);

[HIGH] a set of quick-reference sheets, role descriptions and procedures
to support business continuity, taking into account the requirements set
out in the Business Impact Analysis (BIA) as well as potential cyber attack
scenarios, in accordance with the guidelines (21) and EBIOS_RM (16);

a document setting out the verification, auditing and feedback strategy
(following an actual crisis) regarding the operational capabilities that
ensure an appropriate level of business continuity in the face of cyber
threats;

a document setting out a training and education strategy for business
continuity, including any training and awareness-raising materials used
during the service provision;

a list of models and tools (implemented during the service provision or
already in place) and of available locations to ensure business continuity
in the face of a cyber threat;

for the tools installed during the service, a user guide must also be
provided.

v.  Crisis management exercise organisation:

the framing of the exercises (objectives, business and technical scope,
types of players, sizing);

scenarios, timelines, role-play materials for players and facilitators, stimuli
(socio-economic, cyber-related (technical and  non-technical),
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occupational and media-related), as well as safety rules and exercise
guidelines for players;

» a "Feedback" report describing how the exercise unfolded, the
participants’ perceptions, the extent to which objectives were met, and
the lessons learnt for the client's crisis management system, setting out
the recommendations and the associated action plan;

- a list of recommendations to help the client achieve its target level of crisis
management and business continuity,

- [HIGH] a list of recommendations, together with priority ratings and implementation
effort ratings for each one.
VI.6.5. Annexes
The report must include the following as annexes:

a) The framing note.

VI.7. Step 7 - Completion of the service

a) A closing meeting must be arranged with the client following the delivery of the service
report. This meeting provides an opportunity to present a summary of the service report,
outline the next steps following the service, and answer any questions the client may have.

b) The opening meeting should include, at the least:”
Service provider:
- aservice manager;

- atleast one consultant for each of the cyber security support and consulting activities
carried out.

Client:
- aproject manager for the service;
- anowner of the information system to which the service relates;
- asecurity officer for the information system covered by the service;
- abusiness representative of the information system covered by the service;
- anIT representative of the information system covered by the service;

- a functional or technical architect with an understanding of the information system
covered by the service;

- a party responsible for maintaining the information system covered by the service in
operational condition;

- a party responsible for ensuring the security of the information system covered by the
service;

7These roles may be held by the same person.
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- where applicable, a representative of the communication teams;
- where applicable, a representative of the legal teams;

- where applicable, a representative of any third parties (suppliers of goods and services,
subcontractors, etc.) involved in the information system covered by the service.

Where necessary, the service provider must amend the service report following the final
service meeting to take account of any additional information obtained during the
meeting.

[HIGH] In order to guarantee the confidentiality of the exchanges, the closing meeting
must take place in person, unless explicitly agreed by the client. Should this meeting take
place remotely, the arrangements for securing the information exchanged during the
meeting must be agreed in advance between the client and the service provider.

The service provider must return, delete or destroy any information or media relating to
the service for which it has not obtained the client’s consent to retain them in the framing
note.

The service provider must store offline any information and media relating to the service
for which it has obtained the client’s consent to retain them in the terms framing note.

[HIGH] It is recommended that the service provider produce a record of the destruction,
deletion or return of any information or media relating to the service for which the service
provider has not obtained the client’s consent to retain such items in the framing note.
This report, provided to the client, should specify precisely the information or media that
have been destroyed, deleted or returned, along with the date and method of destruction,
deletion or return.

The service provider must advise the client to carry out a regular review of the findings
arising from the service and to put in place controls to ensure that the recommendations
arising from the service are effectively implemented. The frequency of reviews and audits
should be adjusted in line with developments, sensitivity and regulatory requirements
associated with the target information system.
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Annex 2: Expected roles and responsibilities of consultants and
service managers

This appendix sets out, for each consultant profile, the tasks to be carried out and the
knowledge and skills required.

I. Common cyber security knowledge base

Consultants and service managers involved in providing cyber security support and consulting
services must be familiar with all the elements of the common core of cyber security
knowledge, as described below. These elements are supplemented by the specific skills
required for each profile, described later in this annex.

The term ‘to know’ refers to an understanding of the main concepts and the processes in which
they are embedded, as well as the ability to provide a macroscopic explanation of the elements
mentioned.

1.1. Cross-functional knowledge of regulations

The common foundation consists of knowledge of the various regulatory texts, upon which
cyber security support and consulting services are generally based:

- The protection of national defence secrets (11);
- Protection of sensitive information systems (10)

- The military programming act, and in particular the provisions applicable to critical
information systems (SIIV) of operators of critical national infrastructures (OIV) (1);

- The European directives on the security of networks and information systems within
the Union (2) (3);

- European regulations on electronic identification and trust services for electronic
transactions (5);

- The State cyber security policy (6);
- The general security baseline (4), and in particular its Annexes A, B and C;
- The general data protection regulation (23);

- The protection of classified information of the North Atlantic Treaty Organisation
(NATO) (15);

- The protection of classified information of the European Union (EU) (14).

The ability to link these requirements to the context of the client’s request is also expected.

1.2.  Cross-functional knowledge of cyber security
The common foundation comprises the areas relating to the organisation of cyber security:
- digital threat analysis;

- risk analysis;
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- cyber security policy;
- lines of responsibility for cyber security;

- human resources-related security;

- management of the operation and administration of information systems;

- logical access control to information systems;
- application development and maintenance;

- cyber crisis management;

- Cyber security incident management;

- business continuity plan management;

- physical security;

- data protection.

In particular, the common foundation comprises knowledge of the following documents:

- the Computer hygiene guide (18);
- international standard ISO/IEC 27001 (24)
- international standard ISO/IEC 27002 (25).

I.3.  Knowledge of risk management and certification procedures

The common foundation consists of knowledge of risk management methods, including:

- knowledge:
i.  of the certification guide (17);
ii.  of one or more digital risk analysis methodologies.
- knowledge and understanding of:
i. the definition of risk in general;
ii.  the definition of digital risk in particular and its components;
ii.  the terminology of the method applied;
iv.  the definition of risk management.
In particular, the following concepts are expected to be known:
- identification of business values and associated security needs;
- identification of feared events;
- ecosystem analysis and threat mapping;

- development of strategic and operational scenarios.
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Knowledge of secure information system architecture

The common foundation comprises knowledge of the main components of an information
system’s architecture and their roles, along with the fundamental principles of secure
information systems architecture, particularly in the following areas:

the network, in particular the various network devices, the key principles of network
segmentation, the associated security functions, and the principles for securing
interconnections between information systems;

systems, in particular the main operating systems and their associated security
functions, the key principles of system hardening, and the means of ensuring
maintenance in operational and secure conditions;

secure administration, in particular the principles of least privilege, and the objectives
of compartmentalisation between the administration zone and the administered
zones;

applications, in particular applicable ‘n-tier’ architectures (MVC) and the key principles
of application security;

access and data, including the key principles of identity and access management, data
storage systems, and the main data protection mechanisms and measures.

The common foundation also comprises knowledge of the main security models (fortress,
airport, zero trust, etc.) and the key principles of defence in depth.

Furthermore, it draws on knowledge of the specific characteristics of information systems
according to their nature, along with the associated security principles, such as virtualisation
systems and cloud environments (laa$S, Caa$, Paas$, Saa$, both private and public).

1.5.

Knowledge required to prepare for cyber crisis management

The common foundation comprises knowledge of cyber crisis management methods,
including:

knowledge of the guides:

cyber crisis (21);

organising a cyber crisis management exercise (26);

anticipating and managing cyber crisis communication (22).
knowledge and understanding of:

the definition of crisis management;

the specificities associated with cyber crises;

crisis management terminology;

the regulations and relevant players in cyber crisis management;

the concepts of business continuity and recovery.

In particular, the following concepts are expected to be known:
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identification of business value chains and associated security needs;
identification of cyber threats, their evolution and their main consequences;
operation of crisis units;

development of policies, tools and procedures for crisis management and business
continuity;

organisation of crisis exercises.

Il. Service manager

1.1,

Duties

The service manager must perform the following tasks:

11.2.

implement an organisational structure tailored to the objectives of the service;
structure the consultant team (skills, knowledge, experience, etc.);

determine and control the required level of authorisation;

define, manage and monitor the activities of the consultants;

implement the resources appropriate to the objectives of the service;

define and manage priorities;

keep an up-to-date record of the service’s progress and provide the relevant
information to the client;

monitor the quality of production;

ensure attendance at the project opening and closing meetings and take responsibility
for the project team’s reports (findings, analyses, recommendations, key elements of
the approach, etc.);

internally validate the deliverables of the service in terms of their content and form.

Competencies

11.2.1. Common cyber security knowledge base

The service manager must be familiar with all the cross-cutting elements of the common cyber
security knowledge base, described in Part | of this annex.

11.2.2. Interpersonal skills

The service manager must possess the following skills:

manage consultant teams;
define and manage priorities;
conduct interviews and meetings to obtain information;

involve and empower stakeholders;
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- prepare and obtain arbitrations and validations;

- arbitrate between the proposals of all consultants of the service team to draw the best
conclusions;

- argue the conclusions in a clear and understandable way;

- present a communication at decision-making level.

Ill. Risk management consultant

111.1. Duties

The responsibilities of the cyber security risk management consultant consist of carrying out
the activities set out in Chapters 1.1 and 11.2 of the baseline.

I1.2. Competencies

111.2.1. Common cyber security knowledge base

The cyber security risk management consultant must be familiar with all the elements of the
common cyber security knowledge base, as described in Part | of this annex.

111.2.2. Knowledge of risk management methods

The cyber security risk management consultant must have mastered the elements relating to
knowledge of risk management methods, identified in chapter 1.3 of this annex.

The term ‘familiarity’ refers to a functional and technical understanding of the elements
mentioned, as well as practical expertise in these areas.
111.2.3. Practice of a cyber security risk management method
The cyber security risk management consultant shall:
- know how to choose the level of detail of a study;

- have followed the development of studies in full, for example as project owner or
project owner assistance;

- have carried out studies in full;
- be able to identify the information needed to conduct a study;

- know the types of functions to be involved, depending on the activities involved in the
method;

- be able to analyse and use the information obtained;
- use and adjust operational knowledge bases;

- be able to propose reasonable security measures according to the reality of the
organisation (according to its maturity);

- be able to explain the different types of deliverables mainly produced and their
purposes.
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111.2.4. Interpersonal skills
The cyber security risk management consultant must possess the following skills:

- be able to summarise and present information in a way that is useful to both technical
and non-technical staff;

- be able to draw up reports and documentation adapted to different levels of contacts
(technical departments, management body, etc.);

- be able to work in a team (knowledge sharing, technical collaboration and mutual
support);

- be able to conduct interviews to obtain information and a meeting;
- be able to involve and hold stakeholders accountable;
- be able to produce suitable deliverables based on a study;

- be able to prepare and obtain arbitrations and validations.

IV. Information system architecture security consultant

IV.1. Duties

The missions of the information system architecture security consultant consist in supporting
the activities as identified in chapter 11.3 of the baseline.

IV.2. Competencies

IV.2.1. Common cyber security knowledge base

The information system architecture security consultant must be familiar with all the elements
of the common cyber security knowledge base, described in Part | of this Annex.

IV.2.2. Knowledge of secure information system architecture

The information system architecture security consultant must be familiar with elements
relating to secure information system architectures, identified in chapter 1.4 of this annex, and
supplemented by the associated elements below. The term ‘familiarity’ refers to knowledge of
the concepts, an understanding of how they work from a technical perspective, and the ability
to apply them in a specific context.

They must also be familiar with ANSSI’s guidelines by having a good understanding of the
various technical and advisory guides available on the ANSSI website (www.cyber.gouv.fr), in
particular those listed for each of the elements described in this section.

IV.2.3.Familiarity with secure administration concepts
The information system architecture security consultant must:

- have a complete understanding of the OSI model, along with the main protocols
frequently encountered on each layer of this model, and the means to secure them;

- familiarity with partitioning and filtering concepts;
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be able to understand how to secure data flows between zones with different
sensitivity levels;

familiarity with network interconnection concepts and associated security principles.

They must be familiar with the recommendations guides related to these different elements,
including but not limited to:

Recommendations relating to the interconnection of an information system with the
Internet (27);

802.1x protocol deployment recommendations for local network access control (28);
TLS security recommendations (29);

Recommendations for securing a distribution switch (30);

Security recommendations for Wi-Fi networks (31);

IPsec security recommendations for the protection of network traffic (32);
Recommendations for selecting managed firewalls in areas exposed to the internet (33);

Best practices for the acquisition and use of domain names (34).

IV.2.3.1. Familiarity with system concepts and the main operating systems

The information system architecture security consultant must be familiar with main operating
systems, the means of securing them and hardening their configuration.

It is recommended that the consultant be familiar with the ANSSI doctrine through the system
security guides, including but not limited to:

Recommendations for the implementation of system partitioning (35);
Recommendations for digital mobility (36);
Recommendations for configuring a GNU/Linux system (37);

Recommendations for implementing a software restrictions policy under Windows (38).

IV.2.3.2. Familiarity with secure administration concepts

The consultant must be able to:

define best practices for the separation between the administrative information
system and the information systems it manages;

propose measures to secure an administration workstation;

define appropriate measures according to the administration roles and associated
privileges (network administration, domain administrators, operator, maintainer, etc.).

It is recommended that they familiarise themselves with the guidance documents relating to
these various aspects, including, but not limited to: recommendations on the secure
administration of information systems (39).
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V.2.3.3. Familiarity with application architecture concepts

The information system architecture security consultant must be familiar with:

- the most common application architecture models;
- the main concepts of secure application architectures;

- best architectural practices in DevOps/DevSecOps environments, in particular securing
CI/CD pipelines;

- the most common web application vulnerabilities.

It is recommended that the consultant have a good understanding of ANSSI’s guidelines, as set
out in the system security guides, including, but not limited to: recommendations for website
security (40).

V.2.3.4. Familiarity with access management and data protection concepts

The consultant must be familiar with the main technical concepts and principles relating to:

- identity and access management;

- multi-factor authentication;

- the centralised directory;

- cryptography;

- Key Management Infrastructure (KMI).
The consultant must be familiar with the main storage technologies, needs and associated
security principles, including being able to:

- propose partitioning measures according to the storage technologies used;

- propose secure data erasure measures;

- assist in the implementation of a secure backup policy.
They should be familiar with the guidance documents relating to these various aspects,
including, but not limited to:

- Active Directory security recommendations (41);

- Recommendations on multi-factor authentication and passwords (42);

- Guide to the selection of cryptographic algorithms (43);

- Rules and recommendations concerning the selection and sizing of cryptographic

mechanisms (44).

IV.2.3.5. Familiarity with key security models and defence in depth principles

The consultant must be familiar with the various security models and be able to understand
and explain the concept of security zones, as well as how to identify, contextualise and justify
them in proposals for securing the architecture.
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The consultant must understand and be able to apply the principles of defence in depth,
including knowing:

- implement the principles of defence in depth across any information system in line with
security requirements and in accordance with the five key areas (prevent, block, limit,
detect, recover);

- explain these principles and propose solutions for their implementation adapted to the
constraints;

- be familiar with concepts related to security event management.

The consultant must be familiar with the main security equipment and products, including but
not limited to: firewall, intrusion detection probe, TAP (Traffic Access Point), intrusion
prevention probe, diode, mandate server, SIEM (Security Information and Event Management),
WAF (Web Application Firewall), VPN (Virtual Private Network) hub.

They should be familiar with the guidance documents relating to these various aspects,
including, but not limited to: defence in depth as applied to information systems (45).
IV.2.3.6. Practical knowledge of designing a secure information systems architecture
The information system architecture security consultant must:
- be able to carry out a realistic and relevant inventory of the level of security of an
information system, and in particular:

i. to take into account all aspects of the client’s context that affect cyber security
(technical, organisational, human, regulatory, etc.);

ii. to understand, interpret and use the results of an audit.

- be able to propose an architecture risk management plan that is relevant and
reasonable with regard to the inventory carried out, and in particular:

i.  coveringthe main risks and justifying each measure in relation to an attack scenario
to address;

ii.  taking into account the maintenance of security within the proposed scope (fixes,
migrations, obsolescence, etc.);

iii.  proposing atrajectory towards the progressive target adapted to the maturity level,
constraints and issues observed by the client.

- be able to explain the recommendations produced and their purposes, and in
particular:

i.  tobe able to raise awareness amongst decision-makers about security issues, in line
with their area of expertise and understanding of the subject;

ii.  toadapt their speech to the level of their audience.

The information system architecture security consultant must also be able to understand,
examine and analyse a complex architectural document, taking into account all components
relevant to security, which clearly sets out:
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- the most relevant infrastructure services in the context of the service;

- the different sensitivity zones, if any ("unprotected", “restricted distribution”, etc.);
- the most relevant network flows in the context of the service;

- interconnections with other information systems (controlled by the entity or not);
- the most relevant security equipment in the context of the service;

- the administration areas and the supervision areas of the information system(s)
concerned.

They must therefore be able to compile a corresponding security dossier, take a critical look
at a system or a system component, and challenge questionable or inappropriate architectural
choices, as well as being able to justify and position the main security components within an
architectural recommendation.

They must be familiar with the guidance documents relating to these various elements,
including, but not limited to: information system mapping (46).
IV.2.3.7. Specific knowledge of information systems according to their nature

The information system architecture security consultant must have a macroscopic knowledge
of the specificities of industrial information systems. They must be familiar with the guidance
document and technical notes relating to these various elements, including, but not limited to:
recommendations on the cyber security of industrial systems (47).

They should also have a general understanding of the specific features of the following
information systems:

- physical access control and video surveillance systems;

- telephony over IP (TolP) and more generally real-time systems;

- virtualised systems in cloud environments.
They should also be familiar with the guidance documents and baselines relating to these
various elements, including, but not limited to:

- Security issues associated with the virtualisation of information systems (48);

- Guidance on securing an IP telephony architecture (49);

- Recommendations on securing physical access control and CCTV systems (50);

- Requirements baseline for cloud computing service providers (SecNumCloud) (51).

This broad understanding should enable them to identify and justify the need to consult
experts in these fields. Knowledge of these specific information systems must enable the
consultant to engage in technical discussions with experts, to develop their skills in these
systems, and to be able to define appropriate security measures for the architecture in line
with the specific characteristics of these systems.

IV.2.3.8. Interpersonal skills

The information system architecture security consultant must possess the following skills:

Cyber security support and consulting service providers - Requirements baseline

Version Date Distribution criterion Page
2.0 14/02/2026 PUBLIC 48/60




TLP:CLEAR

- be able to analyse, summarise and present information in a way that is useful to both
technical and non-technical staff;

- be able to draw up reports and documentation adapted to different levels of contacts
(technical departments, management body, etc.);

- be able to work in a team (knowledge sharing, technical collaboration and mutual
support);

- be able to conduct interviews to obtain information and a meeting;
- be able to involve and hold stakeholders accountable;
- be able to produce suitable deliverables based on a study;

- be able to prepare and obtain arbitrations and validations.

V. Cyber crisis management preparedness consultant

V.1. Duties

The remit of the cyber crisis management preparedness consultant is to oversee the activities
set out in Chapter 11.4 of the baseline.

V.2. Competencies

V.2.1.Common cyber security knowledge base

The cyber crisis management preparedness consultant must be familiar with all the elements
of the common cyber security knowledge base, as described in Part | of this annex.

V.2.2. Knowledge of cyber crisis management preparedness

The cyber crisis management preparedness consultant must have a thorough understanding
of the elements relating to cyber crisis management, as set out in Chapter I.5 of this annex,
supplemented by the associated elements listed below. The term ‘familiarity’ refers to
knowledge of the concepts, an understanding of the associated methodologies, and the ability
to apply them in a specific context.

They must also be familiar with the relevant documentation available on the ANSSI website
(www.cyber.gouv.fr) relating to the tasks described in the following sections.

V.2.2.1. Familiarity with cyber crisis management governance concepts
The cyber crisis management preparedness consultant must:
- beable to adapt a crisis management framework to address cyber-related issues, taking
into account the client’s specific context;

- be able to identify the strengths and weaknesses of a crisis governance framework in
relation to the risk of a cyber crisis, in line with current best practices;

- be able to develop and document a governance framework for managing cyber crises,
taking into account human resources aspects (on-call duties, rest periods, etc.);
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be able to draw up quick-reference guides and action plans to support the governance
of cyber crisis management;

be able to identify the relevant staff members to staff the crisis response team
according to their skills;

be able to identify and implement (or oversee the implementation of) cyber crisis
management tools (incident log, situation update tool, visualisation tool, etc.);

be able to train staff at the client organisation in cyber crisis management, taking into
account the target cyber crisis management governance framework and human
factors.

They must be familiar with the recommendations relating to these various elements, in
particular the cyber crisis guide (21) and the international standard ISO/IEC 22361 (52).

V.2.2.2. Familiarity with business continuity and disaster recovery concepts

The cyber crisis management preparedness consultant must:

be able to identify an organisation’s value chains;

be able to identify the assets that underpin value chains, using the EBIOS RM
methodology (16);

be able to identify the main risks to the assets underpinning value chains and carry out
an impact assessment on business operations;

be able to identify security measures to reduce risks and achieve the organisation’s
business continuity objectives.

They must be familiar with the recommendations relating to these various elements, including,
but not limited to:

EBIOS RM (16);
1SO22301 (53);
15022313 (54);
1SO22317 (55);
1SO27031 (56).

V.2.2.3. Foresight during crises

The cyber crisis management preparedness consultant must:

be able to formalise a crisis anticipation methodology that is compatible with the
client's specific characteristics;

be able to draw up documents and templates designed to speed up the process of
anticipating developments during a cyber crisis (a list of questions to help understand
the situation, standard scenarios for how the situation might unfold, a reporting
template, etc.);
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- be able to run workshops with the client organisation to help staff familiarise
themselves with the methodology and tools for anticipating cyber crises.
V.2.2.4. Familiarity with crisis management training
The cyber crisis management preparedness consultant must:

- be able to draw up a training plan for an organisation in line with staff training needs
and the organisation’s level of maturity;

- be able to identify the objectives and hypotheses to be tested in an exercise, and the
appropriate mechanisms for achieving those objectives and testing those hypotheses;

- be able to organise or coordinate crisis management exercises of various formats
(discussion-based exercises, simulations, major exercises®) and for all types of
participants, taking into account the level of maturity of the client organisation;

- be able to involve the relevant teams in the run-up to and during an exercise;

- be able to set up or coordinate the implementation of crisis simulation tools tailored
to different levels (a media pressure simulation tool for communications teams; a cyber
range or '‘Capture the Flag’ tool for technical teams) and tools for modelling and
automating the running of the exercise;

- be able to carry out exercise observation effectively;

- be able to draw up the feedback report following an exercise, in order to identify the
strengths and weaknesses of an operation and draw up an action plan accordingly.

They must be familiar with the recommendations guides related to these different elements,
including but not limited to:

- Organise a cyber crisis management exercise (26);

- 18022398 (57).
V.2.2.5. Crisis communication management

The cyber crisis management preparedness consultant must:

- be able to initiate a dialogue between cyber and communications teams outside of a
crisis, with a view to preparing the cyber crisis communications strategy;

- be able to anticipate the crisis scenarios most relevant to the commissioning
organisation;

- be able to devise a crisis communication strategy in response to a cyber crisis;

- beabletointegrate the communications function into the organisation of a cyber crisis
management response;

8 Discussion-based exercises involve conducting a discussion based on a scenario during a meeting or workshop. Simulation consists of highly
contextualised stimulation (usually through environment simulation tools) in order to test capabilities or procedures against an established
scenario. A major exercise is one that requires close cooperation across multiple levels (including the strategic, operational and tactical levels)
and/or across a broad organisational scope (within or between organisations), and which involves a high degree of complexity and a lengthy
preparation period.
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- be able to manage crisis communication;

- be able to put together a toolkit for communicating during a cyber crisis, comprising
communication management tools (a press kit, login details for social media accounts,
mobile apps, the website and the Intranet, and a directory of crisis management
stakeholders) and talking points on sensitive or crisis-related issues;

- be able to train teams in crisis communication best practices.
They must know and apply the recommendations set out in the guide on anticipating and
managing cyber crisis communication (22).
V.2.2.6. Familiarity with the legal aspects of cyber crises
The cyber crisis management preparedness consultant must:

- be able to assist in identifying the statutory and regulatory obligations to which the
client organisation is subject, along with the actions associated with those obligations
and to be implemented as part of crisis management;

- beable to support the implementation of legal procedures applicable during the crisis;

- know the key legal measures to be taken in the event of cyber crises, particularly with
regard to legal proceedings, and to advise the client on how to comply with the relevant
legislation.

They must be familiar with the guidance documents relating to these various aspects, in
particular the guidance on cyber crises (21).
V.2.2.7. Familiarity with technical components

The consultant must understand the following technical concepts and principles, without
necessarily having the skills to implement them:

- cyber threats, cyber threatintelligence (CTI) and how these manifest in terms of tactics,
techniques and procedures (TTP);

- network segmentation and interconnection between information systems;
- user and rights management;

- vulnerability and update management;

- logging and supervision;

- data or system backups and restoration;

- incident response, remediation and recovery.

As part of the service, the cyber crisis management preparedness consultant will not carry out
any work on the systems relating to the items listed below.

They must be familiar with the recommendations guides related to these different elements,
including but not limited to:
- the computer hygiene guide (18);

- The guide to ransomware attacks: everyone is at risk (58).
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V.2.3. Interpersonal skills

The cyber crisis management preparedness consultant must possess the following skills:

be able to analyse, summarise and present information that is useful to operational and
strategic staff (particularly senior management);

be able to draw up reports and documentation adapted to different levels of contacts
(technical departments, management body, etc.);

be able to work in a team (knowledge sharing, technical collaboration and mutual
support);

be able to conduct interviews to gather information and chair a meeting;

be able to deliver training sessions, awareness-raising sessions, workshops or practical
exercises;

be able to involve and hold stakeholders accountable;
be able to prepare and obtain arbitrations and validations;

be able to manage logistical and IT aspects as part of crisis management operations.
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Appendix 3: Recommendations for clients

This annex sets out ANSSI's recommendations for clients commissioning cyber security
support and consulting services.

a)

b)

d)

f)

8)

Before the service

Where the client is an administrative authority or an operator of critical national
infrastructures, it may request that ANSSI participate in drawing up the specifications for
a tender or a contract.

It is recommended that the client use the guide (59) when drafting the specifications for a
tender or contract relating to cyber security support and consulting services.

The client can view the catalogue of qualified service providers on the ANSSI website. This
catalogue sets out, for each service provider, the activities for which they are qualified, the
period of validity of their qualification, their qualification level and their recommendation
level.

Qualified service providers retain the right to carry out unqualified services but, in such
cases, may not claim that these services are qualified. The client must therefore, if they
wish to benefit from a certified service — that is, one that complies with the requirements
of this baseline — ensure that the service agreement drawn up with the service provider
explicitly states that the service is certified.

An unqualified service, i.e. that does not meet the requirements of this baseline, exposes
the client to certainrisks, in particular the compromise of confidential information, the loss
or unavailability of the information system covered by the service. Using a qualified service
helps to minimise these risks. However, if the client does not wish to use a qualified service
provider, it is nevertheless recommended that they ask the service provider for a document
setting out all the requirements of this baseline that have not been met as part of the
service provided, so that they are aware of the risks to which they are exposed.

If the client wishes to engage both a cyber security audit service provider (PASSI) and a
cyber security support and consulting service provider (PACS) for the same scope of work,
it is recommended that the PASSI and the PACS be two separate service providers in order
to ensure a higher level of impartiality and independence

The client may, in accordance with the service qualification process (12), lodge a complaint
with ANSSI if they consider that the service provider has failed to comply with one or more
of the requirements of this baseline in the context of a qualified service provision. The
complaint may also be lodged directly with the qualified service provider, who is obliged
to inform ANSSI without delay.

If, following an investigation into the complaint, it transpires that the qualified service
provider has failed to comply with one or more of the requirements of this baseline in the
context of a qualified service, the provider’s qualification may be withdrawn, the scope of
the qualification reduced, or the provider’'s recommendation level downgraded in
accordance with the service qualification process (12).
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Unless the client is subject to a legal, regulatory or contractual obligation, the choice of the
standard of service is at the client’s sole discretion. In this case, it is recommended that the
qualification level of the qualified service be determined using a risk-based approach.

It is recommended that a high-level service be provided where the risks to the information
system covered by the service are high and/or where scenarios involving deliberate risks
entail strategic threats. In other cases, a substantial level of service should be sufficient.

Consequently, in the context of a high-level qualified service, it is recommended that the
client specify in the framing note that the service report should be marked ‘Restricted
Distribution’.

Where the information system covered by the service falls within the remit of national
security, the client must perform a service qualified as being for national security purposes;
that is to say, one that complies not only with the requirements for the ‘high’ level set out
in this baseline, but also with the requirements of baseline (13).

A service provider’s qualification does not attest to its ability to access or hold classified
information and therefore does not replace the security clearance of a legal or natural
person under the relevant instructions (11).

Where the service requires the service provider to access or hold classified information,
the client must verify that the service provider and its staff comply with the principles
governing access by legal and natural persons to national defence secrets.

A service provider’s accreditation does not attest to its ability to access or possess
controlled Items relating to cyber security (ACSSI) (60).

Where the service requires the service provider to access or hold controlled Items relating
to cyber security, the client must verify that the service provider holds the necessary
authorisations to access such items (DACSSI) for classified ACSSI, or certificates of training
in the handling of such items for unclassified ACSSI.

The client should define the objectives, criteria, scope and activities of the service using a
risk-based approach.

The client should ask the service provider to provide references for previous projects where
the objectives, criteria, scope and activities were similar to those required by the client.

It is the client’s responsibility to define the scope of the service and to describe the service
required, which are generally set out in a call for tenders. The client should set out, as
precisely as possible, the context, scope and objectives to be addressed by the service
prior to submitting the request for the service. Where possible, and depending on the
nature of the service, it is also recommended that the client specify the type of IT systems
involved (office IT systems, industrial IT systems, etc.), the security requirements already
identified, and the stakeholders within the scope of the service (software publishers,
service providers, suppliers, hosting providers, etc.).

The duration and costs of the service requested by the client must be adjusted in
accordance with:

- the scope of the service and its complexity;

- the security requirements expected of the target information system
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The client must appoint a service liaison officer from within its organisation, whose role is
to draw up and keep the service terms of reference up to date, in collaboration with the
service provider. The service liaison officer manages the relationship with the service
provider and ensures that the service is carried out correctly by verifying that the service
agreement and the terms of reference are adhered to.

The person responsible for the service within the client organisation should have the
authority to commit the client organisation and to respond promptly to requests from the
service provider.

The client should set out in the service agreement any specific legal and regulatory
requirements to which it is subject, in particular those relating to its sector of activity.

During the service

In the context of a service qualified as substantial performed by a service provider with a
high qualification level, it is recommended that the client, in the terms of reference, require
the service provider to process all information and materials relating to the service on its
information system certified for ‘Restricted Distribution’, regardless of how such
information and materials are labelled.

The client should provide the service provider, at the start of the service, with the items
specified in the service agreement. In particular, the client’s service liaison officer will act
as a facilitator in relations between the service provider and the client’s stakeholders.

In order to avoid any allegations of theft or breach of trust, the client should refrain from
handing over to the service provider any hardware (terminals, removable media, etc.) of
which they are not the owner but which they nevertheless use for business purposes in the
absence of the hardware’s owner or without the owner’s explicit consent.

The client should implement secure, dedicated communication channels for all
correspondence relating to the service, both internally and with the service provider.

The client should have the ability to revoke a consultant.

After the service

The client should carry out regular reviews of the findings arising from the service and put
in place controls to ensure that the recommendations arising from the service are actually
implemented. The frequency of reviews and audits should be adjusted in line with
developments, sensitivity and regulatory requirements associated with the target
information system.
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Annex 4: Prerequisites to be met by clients

This annex lists the prerequisites necessary for the provision of cyber security support and
consulting services for the clients.

I. Prerequisites to be met for cyber security certification

consulting activities

a) The following documents form the basis for carrying out cyber security certification
consulting activities and are required by the service provider from the client at the start of
the service:

regulations or reference texts governing certification (regulatory framework, CSP, etc.);
functional specifications;
technical specifications;

where applicable, the architectural documentation for the target information system,
including an up-to-date, clear and comprehensive architectural diagram, application
views, logical infrastructure views and the associated data flows.

Some of the expected documents may not yet be available if the work is carried out during the
design phase of the target information system.

b) At the start of the service, the client must be able to provide the names of the contact
persons for each of the roles listed below and put them in touch with the service provider
should the need arise during the service:

a project manager for the service;

a certification project manager;

an owner of the information system to which the service relates;

a security officer for the information system covered by the service;

a business representative of the information system covered by the service;
an IT representative of the information system covered by the service;

a functional or technical architect with an understanding of the information system
covered by the service;

a party responsible for maintaining the information system covered by the service in
operational condition;

a party responsible for ensuring the security of the information system covered by the
service.

A single contact person may fit several of the profiles listed above.
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Prerequisites to be met for cyber security risk management
consulting activities

The following documents form the basis for carrying out cyber security risk management
consulting activities and are required by the service provider from the client at the start of
the service:

- the detailed functional specifications of the target information system;

- the architecture documentation for the target information system, including an up-to-
date, clear and comprehensive architectural diagram of the target information system,
application views, infrastructure views and the associated data flows.

Some of the expected documents may not yet be available if the work is carried out during
the design phase of the target information system.

At the start of the service, the client must be able to provide the names of the contact
persons for each of the roles listed below and put them in touch with the service provider
should the need arise during the service:

- aproject manager for the service;

- anowner of the information system to which the service relates;

- asecurity officer for the information system covered by the service;

- abusiness representative of the information system covered by the service;
- anIT representative of the information system covered by the service;

- a functional or technical architect with an understanding of the information system
covered by the service;

- a party responsible for maintaining the information system covered by the service in
operational condition;

- aparty responsible for ensuring the security of the information system covered by the
service.

A single contact person may fit several of the profiles listed above.

Ill. Prerequisites to be met for information system architecture

a)

security consulting activities

The following documents form the basis for carrying out information systems security
architecture activities and are required by the service provider from the client at the start
of the service:

- functional specifications;
- technical specifications;

- the architecture documentation for the target information system, including an up-to-
date, clear and comprehensive architectural diagram of the target information system,
application views, logical infrastructure views and the associated data flows;
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the existing list of measures applicable to the target information system (one of the
following documents: PSSI, reports of previous risk analyses, tests, audits and
associated action plans, certification file).

Some of the expected documents may not yet be available if the work is carried out during the
design phase of the target information system.

b)

At the start of the service, the client must be able to provide the names of the contact
persons for each of the roles listed below and put them in touch with the service provider
should the need arise during the course of the service:

a project manager for the service;

an owner of the information system to which the service relates;

a security officer for the information system covered by the service;

a business representative of the information system covered by the service;
an IT representative of the information system covered by the service;

a functional or technical architect with an understanding of the information system
covered by the service;

a party responsible for maintaining the information system covered by the service in
operational condition;

a party responsible for ensuring the security of the information system covered by the
service.

A single contact person may fit several of the profiles listed above.

V.

Prerequisites to be met for cyber crisis management

preparedness consulting activities

The following documents form the basis for carrying out cyber crisis management
preparedness consulting activities and are required by the service provider from the client
at the start of the service:

the articles of association, nationality and legal qualification of the client’s organisation;

a description of the organisation’s structure, its geographical and business scope, and
its organisational chart;

a list of relevant third parties to be involved in the process;
a description of the business and IT activities of the client organisation;

the baseline of applicable business requirements (regulatory framework, operational
needs, risk analyses, etc.);

the body of work on the comprehensive crisis management framework, including cyber
crises, if any;

the body of work on business continuity, if available (BCP, DRP, application and
infrastructure mapping, IT architecture diagram)
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a list of teams and employees involved in the cyber crisis management system;

the latest feedback from a cyber crisis exercise or an actual crisis (if available, and
subject to the client’s consent, given the sensitive nature of certain information).

Some of the expected documents may not yet be available in the case of a project carried out
during the design phase of a cyber crisis management system.

b) At the start of the service, the client must be able to provide the names of the contact
persons for each of the roles listed below and put them in touch with the service provider
should the need arise during the service:

a project manager for the service;

a manager responsible for the crisis management and/or business continuity system;
an owner of the information system to which the service relates;

a security officer for the information system covered by the service;

a business representative of the information system covered by the service;

an IT representative of the information system covered by the service;

a functional or technical architect with an understanding of the information system
covered by the service;

a party responsible for maintaining the information system covered by the service in
operational condition;

a party responsible for ensuring the security of the information system covered by the
service.

a representative of the communication teams;

a representative of the legal teams.

A single contact person may fit several of the profiles listed above.
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